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BebO

Monynb «Beb» pacnonoxxeH B MeHto «PanfioBblin cepsep». [aHHbIN MOAYb NpeaHa3HavyeH ans
HaCTPONKK 1 ynpaBneHus Beb-cepsepa U COQEPXNUT YeTbipe BKIaLKKN: «Beb-cepeep», «HacTponkmn»,
«Beb-pecypcbl» n «XKypHan».

Beb-cepBep — 370 cepsep, npuHUMatowmin HTTP-3anpockl 0T KNMEHTOB, 06bI4HO BeH-Opay3epos, u
Bblgatowm nm HTTP-oTBETHI, 06bI4HO BMecTe ¢ HTML-cTpaHuuen, nsobpaxeHuem, daniom, meana-
NOTOKOM WU APYTUMU OaHHBIMA.

Beb-cepBepoM Ha3bIBAOT Kak NporpaMMHoe obecrneyeHune, BbiNoHsLLEee MYHKLMM Beb-cepBepa,
TaK W HEMOCPECTBEHHO KOMMbIOTEP, HAa KOTOPOM 3TO NporpaMMHoe obecrneyeHne paboTaer.

KnneHT, KoTopbiM 00bI4HO SiBNsSieTCS Beb-bpay3ep, nepenaét Beb-cepBepy 3anpochl Ha NOJyYeHme
pecypcoB, 0603Ha4veHHbIX URL-agpecamun. Pecypcbl — 3T0 HTML-CTpaHuubl, n306pakeHuns, halinsbl,
MeZna-NoTOoKN WK APpYre AaHHble, KOTOopble HE0bX0AMMbI KNNeHTY. B oTBET Beb-cepBep nepenaér
KJINEHTY 3anpoLleHHble AaHHble. ObMeH nponcxoanT No NpoTokoay HTTP.

Beb-cepBep

& AMUHUCTPaTOP

Beb-cepeep HacTpoiiku Beb-pecypchl HypHan

&  BeG-cepeep 3anyleH
Wr OTteevaeT 33 eeb-0ocTyn K dainam

BrikmounTe

Hypuan T

Q

[core:notice] [pid 54868] AHO0094: Command line: 'fusr/local/sbin/httpd -D NOHTTPACCEPT &)
[mpm_prefork:notice] [pid 54868] AHO01463: Apache/2 441 (FreeBSD) configured -- resuming normal operations
[mpm_prefork:-notice] [pid 44205] AH00149: caught SIGTERM, shutting down

nss_ldap: could not search LDAP server - Server is unavailable

nss_ldap: failed to bind to LDAP server ldapi: #127.0.0.1: Can't contact LDAP server

Bknapka «Beb-cepBep». Ha naHHoI Bknaake oTobpaxkaeTcs cocTosHMe Beb-cepBepa, KHOMKa
«BbIKNMOYNTB» (MK «BKIIOYUTE» €C/IM MOAY /b BbIK/IOYEH) U MOCAEAHNE COODLLEHNS B XypHae.
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HacTpounkmu

Beb-cepeep HacTtpoiiku Beb-pecypchl HypHan

Mma xocta’ E-mail agMuHMcTpaTopa ™
company.ru admin@company.ru
MopT HTTP® MopT HTTPS '
. Fa
80 > 443 -
Mepenanpaenats c HTTP va HTTPS CeptudmnaT ona HTTPS

Bknapgka «HacTpoiku» npegHa3HavyeHa 419 HacTponkun Beb-cepsepa VKC.
Mone Ha3HavyeHue

onpefensieT BHeWHee JOMEHHOE NMSA XOCTa, HeobXxoaUMO AN KOPPEKTHON
paboTbl Beb-pecypca no SLOMEHHOMY UMEHN

Mo3BOJIAET yKa3aTb €-mail 0TBETCTBEHHOr O 3a Beb-cepBep CMCTEMHOIO
E-mail agMuHMCTpaTopalagMMHUCTPaTOPa Ha TOT Cayyai, ecnn B paboTe cepBepa BO3HUKHYT
nepeboun

npefHa3Ha4vYeHo AN19 yKa3aHus nopTa, No KoTopomy Beb-cepsep npuHUMaeT
HTTP-3anpockl (no ymonyaxuio 80)

npefHa3Ha4vYeHo 4N19 yKa3aHus nopTa, No KOTopoMy Beb-cepsep npuHUMaeT
HTTPS-3anpockl (No ymonydaHuto 443)

MO>XHO Ha3Ha4nTb cny>xbe 3apaHee co3aaHHbIN cepTudukaT aas paboTol
cepsepa no 3awmnéHHomy npoTokoay HTTPS ¢ ncnonb3osaHuem SSL.

NmMa xocTa

MopT HTTP

MopT HTTPS

Ceptudukat gna HTTPS

®nar «lepeHanpasnats ¢ HTTP Ha HTTPS» npefHa3Ha4veH, 4Tobbl Beb-cepeep BCerga pabotan no
3aLMLLLEHHOMY COELHUEHMIO.

| ABTOMaTHYECKM CO3ABaThL Paspellaolles NPasuno

@& [Noctyn k WEB-cepeepy

Twn aETOPH3ALMK

Yepes pomeH

&8 YyertHan 3anuce MKC

®nar «ABTOMaTH4YeCKM Co3[4aBaTh paspellarollee npasusio» Co3faeT paspeLlatoLlee npasuio B
MeXceTeBOM 3kpaHe Ha HTTP/HTTPS-nopTbl Beb-cepBepa 13 BHELLHMX CeTeun.

BHumaHue! Mpun ycTaHOBKe (hnara «ABTOMaTUYECKM CO34aBaTb pa3peLuarLyee npasnsio» bynet
oTKpbITa ya3BuMoCTb Anti DNS Pinning (DNS rebinding), npu faHHOM OeACTBMM BCSA OTBETCTBEHHOCTb
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MNOJIHOCTbIO JTOXKNTCA Ha CUCTEMHOI0 agMNUHNCTPATOpPa.

Tun aBTOpM3alnn NO3BONAET OMPENESINTb, KaKNM o6pa30M NMnoNb30BaTes N 6yﬂ,yT adBTOpPMN30BaTbCA Ha

pecypce npu Bxone, ecnv Beb-pecypc nnm BUPTYasbHbIA XOCT HE NpeAHa3HaYeHbl A1 FOCTEBOro
BX0Aa.

Beb-pecypchl

Beb-cepsep HacTpofiku Beb-pecypchi KypHan

YnanuTe PepakTvpoBaTh Q,

aian  blablabla.com (http:/blablabla.com)
L 1]}

WWF  CChUTKA HA BMPTYANEHEIA X0CT

Q

an myhost.ru (hitp: /myhost.ru)

WF BupTyankHsbIA XOCT - CAAT

Wcrounne: I /secondary/web/

DNS-zanuc: @ @.myhost.ru. W nsl.myhost.ru. § www.myhost.ru.

Baza paHHbIX... YoanuTh PepaxTvpoBath BrikniounTe

an scripts (hitp://192.168.17.246/scripis)
_¥F  Beb-pecypc

Bknagka «Beb-pecypcrhl» npefHasHavyeHa a5 ynpaBieHUs COOCTBEHHbIMN UHTEPHET-CanTaMu,
pa3meLLeHHbIMU Ha UKC.

B MKC M0oXXHO co3faBaTh creaytollne Tunsl Beb-pecypcos:

Beb-pecypc OTBevaeT Ha http-3anpockl no ip-agpecam nHtepdencos NKC

Mo3BoNSET CO34aTbh HEOrPaHNYEHHOE KOINYECTBO BebB-pecypcos,
oTBeYyalLWnX KaXkablil 3a CBOW Beb6-CalT Mo MMeHn canTa

MossonseT NUKC nepeHanpasisaTb 3aMpoCbl Ha YKa3aHHOe NM$

BupTyanbHbI XOCT

BupTyanbHbIn XOCT C CalTa B C/ly4ae, Korfa caM cepeep C CaluTOM HaxoAuTCs K npumepy
nepeHanpas/ieHNEM B JIOKa/IbHOW CeTU NpeanpuaTna (aHanor nepeHanpassieHuns
nopTOB)

Ccbinka Ha BVIpTyaﬂbeIIZ xocT |Co30aeT NCeBAOHMM AN BUPTYaJZibHOro X0CTa

Beb-pecypc
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HNobaeneHue peb-pecypca

Wmsa pecypca ™ Onucadue

scripts

WMecTodmme

/secondary/web/scripts/ -

PazpelwvTe AMCTHHT OMDEKTORHIA
| PazpewuTs seinondedue PHP ckpunToe
Kogupoeka no yMon4aH1g

UTF-8 Unicode -

Ina nobaBneHns Beb-pecypca HeobxoanmMo HaxaTb «[lobaBuTb» - «Beb-pecypc», oTKpoeTCs
AVanoroBoe 0KHO, B KOTOpoM ByaeT npennoxeHo seectn «Mms pecypca», «ACTOYHNK
(obs13aTenbHbIE NapaMeTpsbl) 1 «OnncaHne» (He oba3aTenbHbI NapamMeTp).

Mone Ha3HauyeHue

ma pecypca|noboe LOMEHHOE UMS

AVPEKTOPUSA N3 CTPYKTYpPbI XpaHunuwa ¢annos NUKC, B KoTopon byneT pacnonaratbCs

NcTouHmMK  |copepxumoe cainTa. MNpn HeobXxoA4MMOCTH, BO3SMOXKHO CO34aTb HOBYIO Marky B
KaTasnore

KpaTKoe onncaHne pecypca, kKoTopoe bynet otTobparkaTbCa B cnncke seb-pecypcos, a
TakXxe B XpaHuauwe ¢annos psLoM C COOTBETCTBYIOLLEN NAMNKOn

OnuncaHne

®nar «Pa3pelunTb IMCTUHI JUPEKTOPUM» MO3BONSET CepBepy 0ToOpasnTb CNUCOK BCeX (hanios u
nanoK pecypca, B C/ly4ae ecin B KOPHEBOW Nanke He obHapy»XeHbl MHAEKCHbIE (halbl index.html
nnu index.php.

®nar «Pa3pelwnTb BbinosiHeHne PHP ckpurnToB» pa3pellaeT cepBepy BbINOJHATbL Ha html-cTpaHuuax
php-CKpnAThI.

PaCcKpbIBAOLLNIACA CINCOK «KOAMPOBKa M0 yMOIHaHMIO» NO3BONSAET 3a4aTh 3HAYEHNE KOAMPOBKM
oTobpaxkaeMbix html-cTpaHuL, pecypca no yMoayaHuio.

HNepeBo «[lpaBa AOCTyna» NO3BONSET ONPeLeNNTb CNUCOK MOJIb30BaTEsIEN, UMEOLWMNX AOCTYM K
YTEHWIO 1 3aMnnCK Ha 3TOM pecypce.

YcTaHoBKa hnaros «ocTeBov BXoA» NO3BONSET NPOCMOTP U 3anncCb N0ObIM NCTOYHUKOM.
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MNpaea pocTyna
Mma = Norua YreHme  3anuck
= @ KopHesas rpynna ' v
B Tyee AnccoH root v v
[ocTesol BrOO, v

BupTyanbHbIA XOCT

OCHOBHOW pecypc npu Co34aHuM CanTa - BUPTyanbHbIN XOCT. Ona nobaBneHns BUPTYasibHOrO XOCTa
HeobxoAnMo Ha)kaTb «[J06aBUTb» - «BMPTyanbHbIN XOCT», OTKPOETCSA AMAaN0r0BOE OKHO, B KOTOPOM
byLeT npeanoXxeHo BBECTU «BnpTyanbHbIN XOCT», «OnncaHme» (Heobs3aTebHbIE MapaMeTpbl) 1
«cToYyHMK» (06A3aTeNnbHbIN NapameTp). BUpTyanbHbIn XOCT aHaNorn4yeH uMeHmn seb-pecypca, Ho
LOJ/DKEH coep)XaTb JOMEHHOE UMA canTa, Ha KoTopoe OH byneT oTeBedaTh no http-3anpocy. Ans
KOPPEKTHOW paboTbl BUPTYaNbHOIrO X0CTa B 60/bLINHCTBE CiyyYaeB TpebyeTcs HacTponka dns-30H
[LOMEHHOI0 NMEHW.

HacTpoiika BUPTYyaslbHOro X0CTa CX0XKa C HAaCTPOWKon Beb-pecypca. KpoMe ykasaHHbIX HAacCTPOeK, B
BUPTYasIbHOM XOCTE MOXXHO Tak)Xe HacTPOWUTb CliedyioLine napameTpsbl:

«| Co3pate conlnky ana www.myhostru
Wcnonezoeate Web Application Firewall
®nar «Co3paTth CCbINKY Ana www. %domainname%» npefHasHavyeH Ana HacTponky DNS-3anucen

Ans npuema http-3anpocoB kak Ha UMSA CallTa, yKa3aHHOEe B Ha3BaHWW, TaK U Ha HEro Xe C
nobasneHvem gpomeHa WWW.

®nar «Wcnonb3osaTb Web Application Firewall» nogkniovaet moayns Web Application Firewall
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Hacrpoiku HTTPS

Vcnone30BaTe HACTpoWKKW Beb-cepeepa
Wcnonezoeate cepTudmrat LetsEncrypt

® YuazaTe CEPTHRMKAT BRYHHYHD:

MNepenanpasnate ¢ HTTP Ha HTTPS

«| Co3pnatk 3anuck Ha DNS-cepeepe

bnok «HacTporikn HTTPS» npeaHasHayeH Ans Beibopa Ana Mcnosib3oBaHna obLwmx HacTpoek Beb-
cepsepa, cepTudukaTta Letsencrypt, nimbo ykazaHusa gaHHOMY CalTy 3apaHee CO3AaHHbIN B
COOTBETCTBYIOWEM MOAYJIe CepTUPMKaT. YKazaHne cepTudurkaTa Bpy4HY0 akTUBMPYET (nar
«MepeHanpaBnaTb ¢ HTTP Ha HTTPS», HeobxogmMbi, 4TOObI AaHHbLIN CalnT BCcerga paboTtan no

3alinmieHHOMY CoeANHEHMIO.

®nar «Co3gaTb 3anuchb Ha DNS-cepBepe» CO3aa€eT 30HY O214 OaHHOIo X0CTa, a Tak»XXe 3arncn Ha

DNS-cepsepe NKCa:

= W myhost.ru.

¥ myhost.ru.
W @ myhostru.
¥ ns1rmyhost.ru

W vvww.myhost.ru,

(771

 r Z

ns1.myhost.n
192.168.170.246
192.168.170.244

myhost.ru.

Takxxe, KaK 1 Beb-pecypc, Bbl MOXKETE HAaCTPOUTb YPOBEHb AOCTYMa MoJib30BaTeNelN (TONbKO YTEHNE)

K BUPTYaJlbHOMY XOCTY.

BupTyasbHbIA XOCT C NepeHanpaB/ieHneM
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No6aBneHne BUPTYaNbHOro XOCTa C NepeHanpaeseHuem

BupTyankbHbIA xocT Onucadue

test.local TECTOBAA CTRaHMLUA
® [lepenanpaenate HTTP Ha aopec
http:/f = myhost.ru/src/test. html

[Mepenanpaenate HTTP va HTTPS

Mepedanpaenate HTTPS Ha appec

http:ff =

Ina nobaBneHns BUPTyasibHOro XoCTa C MepeHanpaBaeHnemM HeobxoamMo HaxkaTb «[J06aBNTb» -
«BupTyanbHbIA XOCT C MepeHanpaBieHneM», OTKPOETCA AMafioroBoe OKHO, B KOTOpOM byaeT
NpeLsioKeHo BBeCTM «BupTyanbHbI XoCcT», «OnucaHne» (HeobasaTenbHbie NapaMeTpbl) 1 agpec Ans
nepeHanpassieHnsa (06a3aTeNbHbIN NapamMeTp).

Boibop pexuma nepeHanpasieHus «MepeHanpasnsatb HTTP Ha agpec» akTMBMpYeT nose Ans BBo4a
agpeca, Ha KoTopbln ByayT nepeHanpasnaTbcs http-3anpockl, «MepeHanpasnaTb HTTP Ha HTTPS» -
nepeHanpasnseT http 3anpocsl Ha https.

Mone «MepeHanpanatb HTTPS Ha agpec» npegHa3HavyeHo ANS BBOAA aApeca, Ha KOTopbIn byayT
nepeHanpasnATbCsa https-3anpochl.

B KayecTBe afpecoB Ans nepeHanpasieHNs BO3MOXHO YKa3blBaTb:
e [P-agpec;
* JOMEH, B TOM YuCJIe PYCCKOA3bIYHBIN;
* <[IOMEH:MopT>;
e <MyTb_fo0_thanna>.
HacTtponka cnaros «Co3path 3anncb Ha DNS-cepsepe» n «cnonb3oBaTte Web Application Firewall»

aHaNorM4yHa COOTBETCTBYIOWMUM (hylaraM BUPTYasibHOrO XOCTa.

Ccbisika Ha BUPTYaNbHbIA XOCT
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HNobaeneHue cCbIIKM HA BUPTYaJIbHbIA XOCT

Cebinma ™ Onucadue

blablabla.com

BupTyaneHeiit xocT

FILy

%7 myhost.ru (http://myhost.nu) -

" Co3fnath 3anuce Ha DNS-cepeepe

NobapuTs OTMeHa

Ecnn Ha WKC co3paH BI/IpTyaJ'IbHI:II7I XOCT, 1 Heobxoamnmo, 4Tobbl OH OTBEYaN Ha 3arnpocCkl Mo gpyromy
OOMEHHOMY UMEeHWN, MOXXHO BOCIMOJIb30BaTbCA CCbINIKOW.

Ana nobaBneHns ccblikn Heobxoanmo HaxaTb «[o6aBnTb» - «CCblika Ha BUPTYabHbIA XOCT»,
OTKPOETCH AManoroBoe 0KHO, B KOTOPOM ByneT npensioxeHo BBeCTU «CCblIKY», «BUpTyasbHbI
X0CT» (0bs3aTenbHble NnapameTpbl) U «OnucaHne» (Heoba3aTenbHbIA NapaMeTp).

B kKayecTBe CCblIKM HEOOXOANMO yKa3aTb UMS NCEBAOHUMA, a NoNe «BupTyasibHbI XOCT» BblIbpaTh
13 CMUCKa CO3AaHHbIX BUPTYaJibHbIX XOCTOB TOT, K KOTOPOMY ByaeT OTHOCUTbLCSA AaHHas CCblIKa.

HacTtponka cnara «Co3gate 3anucb Ha DNS-cepsepe» aHanorm4yHa cooTBeTCTBYOLWEMY (nary
BMPTYasIbHOr0 X0CTa.
LetsEncrypt

ba3a paHHbIX

KaxAablii pa3, Korfa co34aeTcs HOBbI BEO-pecypc Wan BUPTYasbHbIA XOCT, B cepBepe 6a3 AaHHbIX
MySQL 3a HVM 3akpennseTcs 6a3a faHHbIX, C KOTOPOI MOXKET B3aMMOAENCTBOBATbL CallT,
PACMONOXEHHBIN Ha pecypce, MOCPeaCTBOM php-3anpocos.

Ina Toro, 4Tobbl YBUOETb NapaMETPLI 6a3bl 4aHHbIX pecypca, HeobXx0aMMO BbIAENNTL €ro B obuiem
CMNCKe N Ha)XaTb KHOMKY «ba3a AaHHbIX».
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NHdopmauma o Base gaHHbIX

iy
EER
nyr

myhost.ru

WMma Basbl nadHe: db_d0735a48
MonesoeaTens: user_d0735a48
Mapone: 10a302c

Crayatk Bazy OuncTute Dazy 3arpyauTs Gazy n

OTKpoeTcs AMasioroBoe OKHO C napaMmeTpaMm NOAKII0YEHNS K 6a3e gaHHbIX: UMs 6a3bl, NOTUH K
napoJib gnda noaokKnto4eHn,. 21N NnapaMeTpbI HeobXxoAMMO NCMONb30BaTb A4 NOAKOYEHNS K Ba3e 13
php-CKpI/II'ITOB. TakXe B OKHe OT06paBFITCFI TPY PYHKLUNOHAJIbHbIE KHOMKN:

e KHonka «Cka4aTb b6a3y» npegHasHavyeHa ons skcnopta famna 6a3bl 4aHHbIX pecypca.

e KHonka «04ncTuthb ba3y» npefHa3HayvyeHa AN 04UCTKM Ba3bl AaHHBIX pecypca.

e KHonka «3arpy3uTb 6a3y» npefHa3HayYeHa AN 3arpy3ku gamna paboyen 6asbl faHHbIX. Mpw
HaxaTum 6yLeT OTKPbITO HOBOE AMasioroBe OKHO, B KOTOPOM ByaeT npedsioxeHo BbibpaTb
hann gamna Ana 3arpysku, KOAUPOBKY AaMna, a Takxe 0TMeTUTb (hiar, onpeaenaoLwnia
COXPaHHOCTb NpeAblayLWwmnx JaHHbIX B 6a3e nocse 3arpysku.

3arpy3ka 6a3bl gaHHbIX B IKC nponcxoanT aCMHXPOHHO, 3TO NO3BONSET NPoAo/KnTb paboTy ¢ UKC
He 0OXMNAasACb OKOHYaHNA 3arpy3kKu.

Mpouec 3arpy3ku ByaeT nokasaH C NpaBa cBepxy. Bo BpeMsi 3arpy3ku KHOMKK «PefakTupoBaTb»,
«BbIKNOYNTL», «YOaNNTb, @ TakK Xe «ba3a JaHHbIX» CTAHOBATCH HELOCTYMHbIMU,

OTMeHWTb 3arpy3ky 6a3bl BO3MOXXHO Yepe3 KHOMKY «3arpy3ska ¢aiioB» Ha BepXHei naHem
FNaBHOTO MEH!O.

XypHan
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Beb-cepeep HacTpoiiku Beb-pecypcobl HypHan

30102019 - 30102019 CerogHa Henens Mecsaly Lpyrod nepuwog - =
. Sxcnopr YOanuTE NOrK Q,
A
[mipm_prefork:notice] [pid 73352] AH00149: caught SIGTERM, shutting down &

[mpm_prefork:notice] [pid 44205] AH00163: Apache/2 4.41 (FreeBSD) configured -- resuming normal operations
[core:notice] [pid 44205] AHOO0024: Command line: *fusrflocal /shin/httpd -D NOHTTPACCEPT
nss_ldap: failed to bind to LDAP server Idap:#127.0.0.1: Can't contact LDAP server

nss_ldap: falled to bind to LDAP server ldapi:#127.0.0.1: Can't contact LDAP server

Bknagka «)XKypHan» o TobpaxaeT CBOAKY BCEX CUCTEMHbIX co0bLLeHnI cnybbl «Beb-cepeep» ¢
yKa3aHueM faTbl U BpEMEHMW.

XypHan pa3feneH Ha CTpaHULbl, KHOMKaMmn «Bnepea» U «Ha3ah» BO3MOXHO NepexoauTb CO
CTpaHULbl Ha CTpaHuLy, MMbo BBeCTN HoMep Tpebyemor CTpaHULbI.

3anncu B XXypHane BbiAENATCSA LLBETOM B 3aBUCMMOCTM OT BuAa coobuieHms. Obbl4HbIe coobeHns
CUCTEMbI OTMeYeHbl 6enbiM LBEeTOM, COOOLLLEHNS 0 COCTOSAHUN CUCTEMBI (BKJIIOYEHNE/BLIK/TIOYEHME) -
3eJIeHbIM, NPeaynpPeXXaeHNs - XXeNTbIM, OWNOKN - KpaCHbIM.

B npaBoOM BepxHeM yrny MoLyNis HaXo4MTCSA CTPOKa MOUCKA, a TakXXe BO3MOXXHOCTb Bbibopa neproaa
0TobpaXkeHnsa XXypHana cobbITui.

Mo ymon4yaHuio XXypHan oTobpaxaeT cobbiTs 3a Tekywyto AaTy. Mpn HeobXoAMMOCTN MOXXHO
COXPaHWUTb laHHble XXYpHana B han, HaXxaB KHOMKY «IKCropT» WK YOANUTb faHHble XXypHana, 3a
onpeaeNieHHbI Nepuoa, HaxkaB KHOMKY «YaauTb 0ru».
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