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Cepsep aBTopu3sauum (xauth)

Moaynb «CepBep aBTopu3auun (Xauth)» pacnonoxxeH B MeHto «Monb3oBaTeNun 1 CTaTUCTHKA».

[aHHbIN MOAY/b OTBEYAET 3a cepBep aBTopU3aumm Monb3oBaTeneit Xauth, no cpeacTeam KOTOPOro
Monb30BaTenu MOryT ObITb aBTOPM30BaHbl Ha «MKC» yepes yTuauTy aBTopusaumm Xauth,

[aHHbIA MOAY/b COAEPXUT TPU BKIAAKM:

1. Cepsep aBTOpPU3aLUN
2. Hactponkn
3. XypHan

CepBep aBTOpMU3aL UM

Ha Bknaanke CepBep aBTopmu3auum oTobpakatoTcs:

e CTATyC cepBepa (3anyLeH/BbIK/0YEH);

* KHOMKa «BKkIIOYNTL» [ «BbIKNO4YNTb». [103BONSIET 3aNyCTUTb 1 OCTAHOBUTbL CepBep
aBTOpM3aLMmM COOTBETCTBEHHO. [10 YMOM4aHMIO CepBep aBTOpM3aLny 3anyLLeH;

e XypHan cobbITui 3a TekyLLyto faTy.

(=]

HacTpounku

Ha Bknagke HacTpouku rnpeactasfieH BbIbop «ABTOMaTUYECKM CO34aBaTh paspeLLatoLLee Npasusio».
Ecnu pnar ycTaHoBfeH, TO B pa3peLLaloLLmx npaBuiax MexceTeBoro skpaHa bynet gobasnieHo
npasuno «[ocTtyn onsg nporpamMmmel asTopusaunn» (HanpasneHue - Bxogawme Ha UKC; CTOYHUK -
JlokanbHble ceTn, DMZ ceTun; Ha3Ha4veHue - self; MpoTokon -TCP; MNMopT Ha3Ha4vyeHus - MNopT
nporpammbl asTopusauunm; NHTepgenc - BHyTpeHHne nHtepgeincol, VPN-nHTepgencel, DMZ). Ecnn
(hnar He yCTaHOBNEH, TO aHHOe npasmno byaeT yaaneHo U3 paspeLlatoLx NpaBua MeXXceTeBoro
3KpaHa.

(]
XypHan

Ha Bknaake XKypHan otobpaxkaeTcs CBOAKa BCEX CUCTEMHbIX COODLLEHNA MOAY A C YKa3aHNEM
AaTbl N BpEMEHMN.

YKypHan pa3aeneH Ha CTPaHuLbl, KHOMKaMu «Brepen» U «Ha3ag» BO3MOXHO MNePeEXoanTb CO
CTPaHMUbI Ha CTPaHuLy, IMbo BBeCTU HoMep TpebyeMmoii CTpaHuLbl. B npaBoM BepxHeM yriy Moayns
HaXOAWNTCSA CTPOKa Momcka. A TakXe BO3MOXXHOCTb Bbibopa neproma oTobpaXkeHuns KypHana
cobbITUiA. Mo yMonyaHuMio XXypHan oTobpakaeT cobbiTusa 3a TekyLyto aaTy. MNpn HeobxoanMoCTH
MO>XHO COXPaHUTb AaHHblE XYpHana B aitsl, HaXKaB KHOMKY «9KCMOPT» UK YAaNAUTb [aHHbIe
YpHasa, 33 ONpeaeNeHHbI NEPUOA, HaXaB KHOMKY «YAaauTb norus. =l
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YTunuta asTopusauum Xauth

YTunuta asTopm3saumm Xauth (ganee «knneHT Xauth») npefHa3HaveHa 4519 aBTOpM3aL MM
nonb3osatenen Ha KC. CkavyaTb yTUINTY MOXXHO KJIMKHYB M0 CCblJIKe «[1porpaMMa aBTopu3saLmm»
Ha CTpaHLue Bxofa B Beb-nHTepdenc NKC.

(]

Mocne cKaymBaHUS KAMEHT Xauth MOXHO 3anyckaTb. YCTAHOBKM yTUIUTa He TpebyeT 1
MOCTaB/SAETCS HeMoCPeacTBEHHO B BUAE UCMOSIHAEMOro daiina. Mocne 3anycka npu 3arpyske Ha
KOTOPOKOE BpeMs nossutcsa norotun MKC, nocne 3Toro nporpamMma npoao/ixut paboTy B
MUHUMW3UPOBAHHOM BUJIE B Tpee.

(]

NopkniouyeHne K cepBepy aBTOpU3aLum

INa NOAKNOYEHNSA K CEPBEPY aBTOpM3aL MM KAIMeHT Xauth no ymon4aHuio nonbiTaeTcs MCN0J1b30BaTb
MapLIpyT A0 LWJK3a No yMoN4YaHu. M3MeHUTb agpec cepBepa aBTopuU3aumm MOXHO KJNKHYB NpaBom
KHOMKOW MbILLW MO NKOHKE KJIneHTa Xauth n BbibpaB MeHI0 HacTponku (settings) nameHnTbL agpec B
CTPOKe BBOAa Ha HE0OXOAMMBIN. 3aTeM HEOHXOANMMO NEePenoAKMOYNTLCSA K HOBOMY CEPBEPY HaXKaB «
OTkntounTbCs» (Disconnect) n «Mogkntountbca» (Connect) B TOM Xe MeH!0.

(]

ObHoBneHue knueHTta Xauth

Mpu NOAKOYEHNN K cepBepY KNIMEHT Xauth npoBepuT Hannyne obHoBReHW ans cebs. Ecan
TaKOBbIX He 0OHaPYXWUTCA, TO MporpamMmma NpPoo/HKUT PaboTy. B NPOTUBHOM C/ly4ae aBTOMATUYECKM
3aNMCTUTCS NPOLLECC 3arpy3kn HOBOM Bepcmmu. OBLIYHO 3TOT NPOLIECC HE 3HAUMAET MHOMO BPEMEHN 1
3aBUCUT OT CKOPOCTV MOAKJIIOYEHUS K CepBepY. Bo BpeMs npoLecca ckadyvBaHus NOSBASETCS N0/10Ca
nporpecca, KoTopasi 0Tobpa)kaeTcs TEKYLLMA MPOLEHT 3arpyXXeHHbIX AaHHbIX.

(]

Mocne 3arpy3kin NporpaMmma aBTOMAaTUYECKM 3aBEPLUNTCS, OCYLLLECTBUT 0OHOB/IEHNE 1 CHOBA
BKNtoYNTCA. Cnenyet 06paTMTb BHUMaHME, YTO BHOBb 3arnyLleHHas nporpamMmma byneT ncnosib3oBaTb
LLJ1t03 MO YMOIYaHMIO NS NOANKIOYEHNUS, TakuM 0bpa3om, ecav agpec cepBepa aBTopu3aLuy bbin
N3MEHEH, ONepPLIMIO N0 U3MEHEHMIO aapeca He0bX0aMMO NOBTOPUTb.

ABTOpMBa LA nonb3oBartens

KnneHT Xauth no3BonseT NpoBecTy aBTOPMU3aLNI0 Tpems cnocobamu:
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e [lo IP-agpecy yCTpONCTBa Ha KOTOPOM 3anyLleH KameHT Xauth
e C nCnonb3oBaHWeM LOMEHHOW aBTOPM3aLLIM
e [1o NOrMHYy 1 NapoJsito Nonb30BaTesNs

B nepByto o4epenb NpoMCXOAUT MOMbITKa aBTOpU3aumn no IP-agpecy. ABTopusauma no IP-agpecy
ncrnonb3yetca, ecnm B MKC cywiecTByeT nosib30BaTeslb, KOTOPOMY Ha3HayeH IP-afpec MalwnHbl Ha
KOTOpOW 3anyLleH KaneHT Xauth.

B cnyyae ecnm aBTopu3aumsa no IP-agpecy He 6bina OCyLLeCTB/IEHa, TO MPOUCXOANT MOMbITKA
aBTOpM3aLMmM Yepes AoMeH. [1/19 JaHHOro TUna aBTopu3aLmm AoKeH BbiTb HACTPOEH JOMEH.

Ecnn oba BbilenepeymncieHHbix cnocoba He Bblv OCYLLECTBIEHBI, TO NOJIb30BaTENO ByaeT
NpPeAasoXKeHo BBECTW JIOTMH 1 Maposb ANs aBTOPM3aLnM, KOTOPbIE Ha3HaYeHbl eMy NpPW CO34aHUN B
NKC.

(]

Knioum 3anycka knuenta Xauth

KnuneHT Xauth MmoxeT 6bITb 3anyLieH 6e3 Kakux-nmbo AoNoNHUTESNbHLIX MAaPaMepPTOB, B TaKOM
Cny4vae noeefeHme nporpaMmel ByaeT coBnagaTh C ONMCaHHbLIM Bbille. OHAKO B HEKOTOPbIX
CUTYyauusix MoxxeT TpeboBaTbCA MHOE NOBEAEHNE NPOrpPaMMbl, HaNnPUMep Npu aBTOMaTUYECKOM
N/MNn yaaneHoM 3anycke. B Takux ciyyqasx yTUIMTY MOXXHO 3aMyCKaTb C OAHUM UM HECKOJIbKUMY
cneayLwnMn KoYaMu:

e -server [server ip]: KJIOY oN4A 3afaHNs CepBepa aBToOpM3aL My Mo YMOJTHAHUIO;

e -noauto : oTKIO4YeHNe aBTopM3aumm no IP-agpecy (CM. NYHKT «ABTOpM3aLmMa Nosib30BaTeNSA»);

e -nodomain : OTK/IlO4EHNEe aBTOpPMU3aLumMmM Yepes OMeH (CM. NYHKT «ABTOpu3aLuns
noJib3oBaTens»);

e -nomanual : OTKOYHME aBTOPM3aL MM MO JIOTUHY 1 Napoto (CM. NYHKT «ABTOpU3auuns
noJib30BaTenNs»);

* -nosave : He COXPaHATb AaHHble, BBEAEHHbIE Ha (hopMe aBTopU3aumnmM Yyepes NOrnH 1 Naposib

e -logs [NONE, DEBUG, INFO]: ypoBeHb nornpoBaHus, ecsiv ypoBeHb JIOrMPOBaHUSA OTnYaeTCa
oT NONE (no ymonyaHuio), To co3faeTcs nanka logs B TON xxe AUPEeKTopun, 4To u
NCNOMIHAEMbIV (halfl U Tyda NoMeLaTcsa norun paboTel yTUAUTHI.

HacTtpoukmu

Ha Bkniagke HacTpoWku npencrasieH Bolbop «ABTOMaTUYECKMN CO3[aBaTh pa3peLuatoLlee npasuio».
Ecnu pnar ycTaHoBMEH, TO B pa3peLLalolmx npaBuiax MexxceTeBoro akpaHa bynet nobasneHo
npasuso «[oCcTyn Ansg nporpamMmmel aBTopusaunm» (HanpaesneHue - Bxogswme Ha MKC; UCTOYHMK -
JlokanbHble ceTn, DMZ ceTn; Ha3Ha4eHwue - self; MpoTokon -TCP; MNMopT Ha3Ha4veHus - MopT
nporpammsl aBTopusauunmn; NHTepgenc - BHyTpeHHne nHtepgeincol, VPN-nHTepgencel, DMZ). Ecnn
hnar He yCTaHOBJIEH, TO AaHHOe npaBuio byaeT yaaneHo 13 paspeLlatoLnx NpaBuil MexceTeBoro
3KpaHa.

(]

JokyMeHTaums - https://doc-old.a-real.ru/


https://doc-old.a-real.ru/doku.php?id=firewall50

Last update: 2020/01/27 16:28 ics70:xauth https://doc-old.a-real.ru/doku.php?id=ics70:xauth&rev=1568122513

XypHan

Ha Bknagke )KypHan OT06pa)KaETCFI CBOJKa BCEX CUCTEMHbIX co0bLLeHMI MoAayJia C YKa3aHUEM
0aThbl N BpeEMEHN.

XypHan pa3faeneH Ha CTpaHULbl, KHOMKaMmn «Bnepea» U «Ha3an» BO3MOXXHO NepexoauTb CO
CTPaHUUbl Ha CTpaHuuy, nnbo BBECTN HOMep TpebyeMoi CTpaHuLbl. B NpaBoOM BEpXHEM yray Moayss
HaxoAWTCSA CTPOKa MoncKa. A Tak)Xe BO3MOXXHOCTb Bbibopa nepunoa oTobpakeHns XypHana
cobbITnin. Mo yMONYaHUo XXypHan oTobpaxkaeT cobbiTna 3a TekyLyto aaTy. Mpu HeobxogmmocTun
MOXHO COXPaHMTb AaHHble XXypHana B (haiis, HaXKaB KHOMKY «IKCMOPT» UAN YAAJIMTb AaHHble
)KYPHana, 3a onpeaeneHHbIi Nepuoa, Ha)kaB KHOMKY «YAanuTb N0rm».

YTunuta asTopusauum Xauth

YTunuta asTopm3saumm Xauth (ganee «knneHT Xauth») npefHa3HaveHa 4519 aBTOpM3aL MM
nonb3osatenen Ha KC. CkavyaTb yTUINTY MOXXHO KJIMKHYB M0 CCblJIKe «[1porpaMMa aBTopu3saumm»
Ha CTpaHLue Bxofa B Beb-uHTepdenc NKC.

(]

Mocne ckauymBaHWs KIMEHT Xauth MOXKHO 3anyckaTb. YCTAHOBKM yTUANTA He TpebyeT u
NoCTaBNseTCS HENoCcpenacTBEHHO B BUAE NCNOSIHSEMOro daiina. Mocse 3anycka npu 3arpyske Ha
KOTOpoKoe BpeMsa nosisutcs norotun MKC, nocne aToro nporpamMMa nNpoAosiKuT paboTy B
MWHUMWU3NPOBAHHOM BUJIE B TPEE.

(=]

NopkniovyeHue K cepBepy aBToOpU3aLum

[Na NOAKNOYEHNSA K CEpBEPY aBTOpM3aL MM KAIMeHT Xauth no ymon4aHuio nonbiTaeTCcs MCN0J1b30BaTb
MapLipyT A0 LWJ3a No yMON4YaHu. U3MeHUTb agpec cepBepa aBTopuU3aumm MOXHO KJNKHYB NpaBom
KHOMKOW MbILLIW MO MKOHKE KnneHTa Xauth n BbibpaB MeHI0 HacTponkuy (settings) nameHnTb agpec B
CTPOKe BBOAa Ha HE0OXO0AMMBIN. 3aTeM HEOHXOANMMO NEePEnOAKMOYNTLCSA K HOBOMY CEPBEPY HaXKaB «
OTkntounTbCs» (Disconnect) n «Mogkntountbca» (Connect) B TOM XXe MeH!0.

(]

OOHoBNeHue knueHTa Xauth

Mpu NoaKOYEeHNN K cepBepy KNMeHT Xauth npoBepuT Hannyne obHoBReHW ans cebs. Ecan
TaKOBbIX He 0OHaPYXWTCA, TO MporpaMmma NpPoAo/HKUT PpaboTy. B NPOTUBHOM C/ly4ae aBTOMATUYECKM
3aNMCTUTCS NPOLLECC 3arpy3kn HOBOM Bepcmmu. OBLIYHO 3TOT NPOLLECC HE 3HAMMAET MHOMO BPEMEHN 1
3aBUCUT OT CKOPOCTU NOAKJIIOYEHNS K cepBepy. Bo BpeMsi npoLecca ckaynBaHWs NosBASETCS Noaoca
nporpecca, KoTopas 0Tobpa)kaeTcs TEKYLLMA MPOLEHT 3arpyXXeHHbIX AaHHbIX.
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(]

Mocne 3arpysku nporpamma aBTOMaTUYECKN 3aBepLUNTCA, OCYLLEeCTBUT obHOBNEHME 1 CHOBA
BKJIIOHNTCA. Cnep,yeT 06paTI/ITb BHUMaHWE, 4HTO BHOBb 3anylleHHada nporpamMma 6y;|,eT NCNoJib30BaTb
W03 Mo ymon4aHuMio onga noaaKo4eHna, TakKum o6pa30M, eCc/in appec cepBepa aBTOPU3aLnn 6bin
N3MEHeH, onepuunto No N3MeHeHnto agpeca Heobxoanmo NMOBTOPUTD.

ABTOpM3auLuA nonb3oBaTens

KnneHT Xauth no3BonseT NpoBecTy aBTOPMU3aLNI0 Tpems cnocobamu:

e Mo IP-agpecy yCTpONCTBa Ha KOTOPOM 3anyLeH KameHT Xauth
e C ncnonb3oBaHMeM LOMEHHOW aBTOPMU3aLMN
e [1o NIOrMHY 1 NapoOJIt0 NoJsib30BaTeNA

B nepBylo o4epenb NPONCXO4UT NOMNbITKA aBTopmM3aunm no IP-agpecy. AsTopusaumsa no IP-agpecy
ncnonb3yetcsd, ecaiv B UKC cywecTsyeT nosib3oBaTeslb, KOTOPOMY Ha3Ha4yeH IP-agpec MalivHbl Ha
KOTOpPOW 3anyLleH KnmeHT Xauth.

B cnyyae ecnum aBTopu3aumsa no IP-agpecy He 6bina OCyLLIECTBMIEHA, TO MPOUCXOANT MOMbITKA
aBTOpM3aLMM Yepe3 AoMeH. 119 AaHHOro Tuna aBTopM3aLnm A0HKEH ObiTb HACTPOEH JOMEH.

Ecnun oba BbiLLenepevYncneHHbIX cnocoba He 6bin OCYyLLUECTBJIEHbI, TO NOJIb30BATEJIO 6y)1eT
npennoXXeHo BBeCTU JI0rnH 1 napoib ong aBTopusaunmn, KOTopbie Ha3Ha4YeHbl eMy NMpn Co34aHNN B
NKC.

=]

Knioum 3anycka knueHTta Xauth

KnueHT Xauth moxeT 6bITb 3anyLieH 6e3 Kakux-n1Mbo AONONHUTENbHbIX NapaMepToB, B TAKOM
cny4yae nosefeHune nporpamMmbl byaeT coBnagaTh € ONMCaHHbIM Bbiwe. O4HAKO B HEKOTOPbIX
CUTyaumnsax MoxeTt TpeboBaTbCa MHOE NoOBeAEeHMe NporpaMMbl, HaNnpPUMep Npu aBTOMaTUYeCKOM
U/Mnn yaaneHoM 3anycke. B Takux ciyqasax yTUINMTY MOXHO 3anyCcKaTb C O4HUM WM HECKOJIbKUMU
cnegyrLlnMn KNioYamu:

e -server [server ip]: K04 419 3alaHNA CepBepa aBTopM3auumn No yMon4yaHuio;

e -noauto : 0TKIO4eHNe aBTOpPU3aLumM Nno IP-agpecy (CM. NYHKT «ABTOpM3aLmMa Nob30BaTeNa»);

e -nodomain : OTKNOYEHVE aBTOpPU3aLUM Yepe3 AOMEH (CM. MYHKT «ABTopu3aLmsa
nosib30BaTenNs»);

e -nomanual : OTK/0YHNE aBTOPU3aLMUN MO NOrMHY U Naposilo (CM. NYHKT «ABTOpM3aums
noJsib30BaTens»);

* -nosave : He COXpaHATb faHHble, BBEAEHHbIe Ha (hopMe aBTOpM3aLumM Yepes N0rMH 1 Naponb

e -logs [NONE, DEBUG, INFO]: ypoBeHb SI0rmpoBaHus, ecsim ypoBeHb NOrMpoBaHUS 0Tan4aeTcs
oT NONE (no ymonyaHuio), To co3faeTcs rnanka logs B TON xXe OUPEKTOpUn, 4To u
ncnosHaeMbln hann n Tyaa NoMeLLaoTcs norun paboTsl yTUANTBI.
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MOHUTOPUHI COeAUHEHUHN

Cny»x6a MOHWTOPWHIa COEHWHEHWNI NpefHa3HaYeHa ANs NOCTOSAHHOMO CJIEXXEHMS 3@ COCTOSAHNEM
COeANHEHWI, OCYLLLECTBASEMbIX KOHEYHbIM YCTPOMCTBOM C YCTAHOBJIEHHbIM KIMEHTOM Xauth.

Co CTOpOHbI KNIMEHTa, B 0bwem cnyyae, He TpebyeTcs BbINOHATL Kakux-nnbo HacTpoek ansd paboTbl
AaHHOM CnyX6bl. OQHaKOo CyLeTBYET HECKOJIbKO KoYen 3anycka KnmeHTa Xauth, KoTopble BANAIOT
Ha ee paboTy:

e -nomonitor : OTK/I04AaET MOHUTOPUHI COEANHEHWNA HA KJTNEHTE;
e -delay [delay]: perynnpoBaka BpeMeHN MeXxay CKaHUPOBaHUSMU COeANHEHNI B
MUNNIMCEKYHAAX, 3HaYyeHune no ymondaHuto - 1000 (1 cek.).

[laHHble MOHUTOPUHIa COeAMHEHNI MOXKHO MPOCMOTpPMBaTL Yepe3 nHtepgenc NKC, gna atoro
Heobxoanmo nepenTn B MeHs Monb3oBaTenn n Ctatuctuka - MNonb3oBaTtenu, BoibpaTb
NnoJib30BaTeNs Ha MallMHe KOTOPOro 3anyLeH KaneHT Xauth n nepenTn Bo BKNagky «MpunoxeHumsa».

(]
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