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Cepsep aBTopu3sauum (xauth)

Moaynb «CepBep aBTopu3auun (Xauth)» pacnonoxxeH B MeHto «Monb3oBaTeNun 1 CTaTUCTHKA».

[aHHbIN MOAY/b OTBEYAET 3a cepBep aBTopU3aumm Monb3oBaTeneit Xauth, no cpeacTeam KOTOPOro
Monb30BaTenn MOryT ObITb aBTOPM30BaHbl Ha «KC» yepe3 yTunuTy asTopusaumm Xauth.

[aHHbIA MOAY/b COAEPXUT TPU BKIAAKM:

1. Cepsep aBTOpPU3aLUN
2. Hactponkn
3. XypHan

CepBep aBTOpMU3aL UM

Ha Bknaanke CepBep aBTopmu3auum oTobpakatoTcs:

e CTATyC cepBepa (3anyLeH/BbIK/0YEH);

* KHOMKa «BKkIIOYNTL» [ «BbIKNO4YNTb». [103BONSIET 3aNyCTUTb 1 OCTAHOBUTbL CepBep
aBTOpM3aLMmM COOTBETCTBEHHO. [10 YMOM4aHMIO CepBep aBTOpM3aLny 3anyLLeH;

e XypHan cobbITui 3a TekyLLyto faTy.

& ApmunucTpatop

Cepeep aBTOPU3ALUM HacTporiku YypHan
Cepsep aBTopu3aLMH

Orsesiaer 32 asTOpH3alMI NONL308aTENeH

BrIKnK4MTE

HypHan +r

User User2 autologged from 192.168.17.19
[uid: O] TLS is started

[uid: O] new connection from 192.168.17.19
config loaded

Listening on 0.0.0.0:4888

config loaded

locale loaded

started

HacTtpoukmu

Ha Bknaake HacTpoMKu npeacTtasneH Bbibop «ABTOMaTUYECKM CO34aBaTb pa3peLlatoLlee npaBunio».
Ecnu dnar yctaHoB/eH, TO B pa3peLlatoLmx npaBuiax MexceTeBoro skpaHa byaet nobasneHo
npasuno «[ocTtyn ons nporpammel asTopusaunn» (HanpasneHue - Bxogawme Ha UKC; CTOYHKK -
JNlokanbHble ceTn, DMZ ceTn; Ha3Ha4eHue - self; MpoTokon -TCP; MNMopT Ha3Ha4veHus - MopT
nporpammbl aBTopmsaunn; MHTepdenc - BHyTpeHHne nHtepdencol, VPN-nHTepdencel, DMZ). Ecnn
hnar He yCTaHOBJIEH, TO AaHHOe npaBuao byaeT yaaneHo 13 paspeLlatoLnx NpaBuil MexceTeBoro
3KpaHa.
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Xauth HacTponku YXypHan

EHHDE'TATE- MHOXeCTBeHHYH aBTOPM34aLLMKO C O AHUM NOTUHOM

' ABTOMaTHM4YeCKM CO3[aBaTh pa3peluaroLlee Npasuao

& Doctyn ans Xauth

XypHan

Ha Bknagke XKypHan oTobpa)kaeTcs CBOAKa BCEX CUCTEMHbIX COOOLLEHMI MOAY A C yKa3aHUeM
[aTbl 1 BPEMEHU.

YKypHan pa3aeneH Ha CTpaHuLbl, KHOMKaMu «Brepen» U «Ha3ag» BO3MOXHO MNePEXOANTb CO
CTPaHMUbI Ha CTPaHuLy, 1Mbo BBECTU HOMep TpebyeMmoii CTpaHuLbl. B npaBoM BepxHeM yriy Moayns
HaXOAWNTCSA CTPOKA Momcka. A TakXXe BO3MOXXHOCTb Bblibopa neprona oTobpa)keHuns KypHana
cobbITuiA. Mo yMonyaHmMio XKypHan oTobpaxkaeT cobbiTusa 3a TekyLyto AaTy. MNpn HeobxoaAnMoCTy
MOXXHO COXPaHWTb JaHHbIE XXypHaa B (aii, HaXKaB KHOMKY «3KCMOPT» AW YAANUTb OaHHble
XKYpHana, 3a onpeneneHHblil NePNoA, HaXas KHOMKY «YAanuTb N0orn».
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Cepeep aBTOPH3aALMK HacTpoiku HypHan
09.09.2019 - 09.09.2019 | CerogHa Hepena Mecswy IDlpyroi nepuog, - 5]
X Oxcnopr YOanuTe noru Q
T
User User? autologged from 192.168.17.19
[uid: O] TLS is started
[uid: O] new connection from 192.168.17.19
config loaded
Listening on 0.0.0.0:4888
config loaded
locale loaded
started
exiting
cp o1 u3l MokasaHbl 3anmcn 1 -9 uz 9

YTunuta asTopusauum Xauth

YTunuta asTopmsauum Xauth (oanee «knumeHT Xauth») npegHa3HayvyeHa 4Ns aBTopM3aLnn
nonb3osaTtenen Ha MKC. CkavyaTb yTUINTY MOXXHO KIMKHYB M0 CCblJIKe «[1porpaMMa aBTopu3aumm»
Ha CTpaHue BxofLa B Beb-nHTepdenc NKC.
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Bxop, B Beb-uHTEpdEHC

L ’ .

Hi-;TEPHI:—‘I' . L
konTgons - BEPCUA 7T
CEPBE ;

[lporpaMma aeTopU3aLMm
Beb-nouta

Mocne cKaymBaHUS KAMEHT Xauth MOXHO 3anyckaTb. YCTAHOBKM yTUIUTA He TpebyeT 1
NOCTaBNAETCS HeMoCPeacTBEHHO B BUAE UCMONIHAEMOro daiina. Mocne 3anycka npu 3arpyske Ha
KOTOPOKOE BpeMs nossutcsa norotun MKC, nocne 3Toro nporpamMma npoao/ixut paboTy B

MWHWMN3NPOBAaHHOM BUAE B TPEE.

16:24

i1 & & @_ H @ % % d) ENG 09-Sep-19 53

MNopkniouyeHne K cepBepy aBTOpU3aLUm

N9 NOAKNOYEHNSA K CEPBEPY aBTOPM3aL MM KAIMEHT Xauth No ymonYaHuio NonbiTaeTCcs MCN0J/1b30BaTb
MapLIpyT A0 LWJ3a No yMONYaHu. U3MeHUTb agpec cepBepa aBTopU3aumm MOXXHO KJNKHYB NpaBom
KHOMKOW MbILLW N0 MKOHKE KAneHTa Xauth n BbibpaB MeHI0 HacTponku (settings) nameHnTb agpec B
CTPOKe BBOAa Ha HeobxoauMmblin. 3aTeM HEO6X0AMMO NEPENOAKIIIOYNTLCA K HOBOMY CEPBEPY HaXaB «
OTkntounTbea» (Disconnect) n «Mogknountecsa» (Connect) B TOM )Xe MeHI0.
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'-’El?_, Settings

ICS server address: 192. 168.17.134 |

OOHoBNeHue knueHTa Xauth

Mpu NoAKOYEHNN K cepBepy KNIMeHT Xauth npoBepuT Hannyne obHoBReHW ans cebs. Ecan
TaKOBbIX He 0OHaPYXXWNTCA, TO MporpamMmma NpPoAo/HKUT PaboTy. B NPOTUBHOM C/ly4ae aBTOMATUYECKM
3aNMCTUTCS NPOLLECC 3arpy3kn HOBOM Bepcmmu. OBLIYHO 3TOT NPOLIECC HE 3HAUMAET MHOMO BPEMEHN 1
3aBUCUT OT CKOPOCTU NOAKJIIOYEHNS K cepBepy. Bo BpeMsi npoLecca ckaynBaHWs NosBASETCS N0a0Ca
nporpecca, KoTopas 0Tobpa)kaeTcs TEKYLLMA MPOLEHT 3arpyXXeHHbIX AaHHbIX.

'-’El?_, Dialeg

Downloading new wversion

Mocne 3arpy3kn NporpaMMa aBTOMaTUYECKM 3aBEPLUNTCS, OCYLLECTBUT 0OHOBIEHNE 1 CHOBA
BKMOYNTCA. CnefyeT 06paTuTb BHUMaHWE, YTO BHOBb 3anyLleHHas nporpaMmma byneT ncnosib3oBaTb
LLJIH03 MO YMOJTYAHMIO A5 NOAJIKIOYEHNS, TakuM 0bpa3oM, ecav aapec cepeepa aBTopu3aumm bbin
M3MEHEH, ONepLUUio No U3MEHEHWI0 agpeca HeobxoanMMOo NOBTOPUTD.

ABTOpVIBa LA nonb3oBaTtens

KnuneHT Xauth no3BonsieT NpoBecTy aBTOPM3aLINIO TpeMs cnocobamu:

e [o IP-appecy yCTpONCTBa Ha KOTOPOM 3anyLleH KameHT Xauth
e C nCnonb3oBaHMeM LOMEHHOW aBTOpM3aLIM
e [0 NOrMHY 1 NapoJsito Nosb30BaTesNs

B nepByto o4epenb NpoMCXOANT MOMbITKa aBTOpU3aumn no IP-agpecy. AsTopusauma no IP-agpecy
ncnonb3yetcd, ecnv B IKC cywiecTByeT nosib30BaTesib, KOTOPOMY Ha3Ha4yeH IP-agpec MallvHbl Ha
KOTOpOW 3anyLleH KaneHT Xauth.

B cnyyae ecnm aBTopm3aums no IP-agpecy He 6bina ocyWecTBeHa, TO MPONCXOAUT MOMbITKa
aBTOpM3aL MM Yepes AoMeH. [1/19 JaHHOro Tna aBTopU3aLumn A0KeH BbiTb HACTPOEH NOMEH.

Ecnn oba BbilwenepeymcneHHbix crnocoba He Bbinn OCyLLIECTBAEHbI, TO MOMb30BaTENO byaeT
NpeasoXKeHo BBECTW JIOTMH 1 Maposb ANs aBTOPM3aLnM, KOTOPbIE Ha3HaYeHbl eMy MPW CO34aHUN B
NKC.
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@ IC5 authorization program

internet

control
server

Login: | |

Password: || |

Save credentialz

Connect

Knioum 3anycka knueHTta Xauth

KnneHT Xauth moxxeT BbITb 3anyLieH 6e3 Kaknx-1mbo LONOAHUTENbHbLIX MapaMepTOB, B TAaKOM
Cnyyae noBefeHne nporpaMmbl byaeT coBnafaTh C ONMCaHHbIM Bhille. OfHAKO B HEKOTOPbIX
CUTyaumax MoXXeT TpeboBaTbCsH MHOE NOBEAEHME NPOrpaMMbl, HaNpUMep NpY aBTOMATUYECKOM
U/Mnn yoaneHoM 3anycke. B Takux ciiyyasx yTUAMTY MOXHO 3anyckaTb C OAHUM WA HECKOSbKUMY
cneayLWmmMn KoYamu:

e -server [server ip]: KNOY ONA 3aaHNA cepBepa aBToOpM3aLunmM Mo YMONYaHUIo;

e -noauto : 0TKIO4YeHNe aBTOpM3auun no IP-agpecy (CM. NyHKT «ABTOpPU3aLMS NOJIb30BaTENA»);

e -nodomain : OTKNOYEHVE aBTOPU3aLLUM Yepe3 AOMEH (CM. MYHKT «ABTopu3aLmsa
nosib30BaTeNs»);

e -nomanual : OTK/II04HWE aBTOPU3aLMUN MO NOrMHY U Naposiio (CM. NYHKT «ABTOpM3aums
noJsib30BaTens»);

* -nosave : He COXPaHATb faHHble, BBEAEHHbIE Ha (hopMe aBTOPM3aLnmM Yepes IoruH 1 Naposb

e -logs [NONE, DEBUG, INFO]: ypoBeHb nornpoBaHus, ecsiv ypoBeHb JIOrMPOBaHUSA OTINYaeTCs
oT NONE (no ymonyaHuio), To co3faeTcs rnanka logs B TON xXe OUPEKTopun, 4To u
NCNONHAEMbIN Pan 1 Ty[a NOMELLAnTCa Joru paboTbl YyTUANTI.

MOHMTOPUHI COeAUHEHUHN

Cny>x6a MOHUTOPUHIa COEHWHEHWIA NpeiHa3HaYeHa A1 MOCTOSAHHOI O CNIEXXEHUS 38 COCTOSIHUEM
COeAMNHEHWNI, OCYLLECTBSEMbIX KOHEYHbIM YCTPONCTBOM C YCTAaHOBJIEHHbIM KAMEHTOM Xauth.

Co CTOpOHbI KNIMEHTa, B 0bwemM cnyyae, He TpebyeTcs BbINOHATbL Kakux-nnbo HacTpoek ansa paboTbl
LaHHoW cnyxbbl. OgHaKO CylweTBYeT HECKOJIbKO KJTIOYEN 3anycKa KmeHTa Xauth, koTopble BAMAOT
Ha ee paboTy:

e -nomonitor : OTKJI04aEeT MOHUTOPUHT COEANHEHWNA HA KITINEHTE;
e -delay [delay]: perynnpoBaka BpeMeHN Mexay CKaHUPOBaHUSAMU COeMHEHUI B
MUNNIMCEKYHAAX, 3Ha4YyeHune no ymonyaHuo - 1000 (1 cek.).
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Web-untepdenc MOHUTOPUHIa COeAUHEHUN

JlaHHble MOHUTOPUHIa COeANHEHMNI MOXXHO MPOCMOTPUBaTL Yepes nHtepdenc NKC, ona storo
Heobxogumo nepenTn B MeHs MNonb3oBaTenun n CtaTtucTuka - MNonb3oBatenu, BolbpaTb
NnoJsib30BaTeNs Ha MalUMHe KOTOPOro 3anyLleH KaneHT Xauth n nepenTtn Bo BKNagky «MpunoxxeHns».

2 AfMWUHUCTPaTOp

< Tlpaeuna u orpaHuyeHus MoyTa u TenedpoHua lMepeHanpasaeHuns OpenVPN MNpunoxenua CraTucTuka CobbiTua
.
MpunoxeHUa U NpoLECCs CoeauHeHua MpoTokon |D poauTensCKOro Npougcca

2 NVIDIA Web Helper.exe
£ NetDrive2 exe
£ System
2 TeamViewer_Service.exe
2 Telegram.exe
£ He onpegenen
B £ VideoUlexe
9752 192.168.17.19:62311> 95.100.188.12:443 TCP 616
2 [System Process]
£ dasHost.exe
£ firefox.exe
£ nvcontainer.exe
£ svchost.exe
B £ xauth.exe
14704 192.168.17.19:50830> 192.168.17.134... TCP 9244

Ha faHHOM CTpaHuULe COeAUHEHMNS CrPYMNMMPOBaHbI MO NMPUI0XKEHNAM, KOTOPbLIE 3TV COEANHEHNS
yCTaHOBUIN.

MO>XHO NPOCMOTPETh:

* MPUI0XKEHNEe, YCTaHOBMBLLEE COeNHEeHNe
¢ PID npouecca

® OCHOBHYI0 MH(hOpMaLnio 0 coegnHeHnn (IP-agpeca, nopTel, MPOTOKON)
e PID poanTenbCKoro npouecca

Tak)Xe Ha JaHHOW CTpaHULe MOXHO 3a610KMPOBaTh COeANHEHMNS, YCTAHOB/IEHHbIE NMPUIOXKEHNEM.
BnokapoBka ocylecTBiseTcs cpeactsamu cnyxbol Application Firewall.
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