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YTunuta asTopusauum Xauth

YTunuta asTopm3saumm Xauth (ganee «knneHT Xauth») npefHa3HaveHa 4519 aBTOpM3aL MM
nonb3osatenen Ha KC. CkavyaTb YTUINTY MOXXHO KJIMKHYB M0 CCblJIKe «[1porpaMMa aBTopu3aLmm»
Ha CTpaHuue Bxofa B Beb-uHTepdenc NKC.
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Mocne ckavymBaHus KNMEHT Xauth MOXXHO 3anyckaTb. YCTaHOBKM yTuUAMTa He TpebyeT n
NnoCTaB/IAeTCA HENOCPEACTBEHHO B BMUAE NUCNONHAEMOro ganna. MNocne 3anycka npu 3arpyske Ha
KOpoTKoe BpeMs nosisutcs norotun MKC, nocne 3Toro nporpamMmma nNpoaos»kut paboTty B
MUHMMWU3NPOBAHHOM BUAE B Tpee.
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MoaknioueHne K cepBepy aBTopu3aLuu

0Nna NOLKNOYEHNS K CEPBEPY aBTOPU3aLMK KAMeHT Xauth mo ymMon4yaHuio NonNbITaeTCa UCNOJSIb30BaThb
MapLIpyT A0 LWto3a No ymonyaHuio. I3MeHnTb afpec cepBepa aBToOpM3aLv MOXHO KIMKHYB NpaBou
KHOMKOW MbILLIW N0 MKOHKE KaneHTa Xauth n BbibpaB MeHI0 HacTponku (settings) nameHnTb agpec B
CTPOKe BBOAa Ha HeobXo4MMbIN. 3aTeM HEOOXOANUMO NEepPenoaKMOYNTECSA K HOBOMY CEPBEPY HaXKaB «
OTkntounTbea» (Disconnect) n «Mogknountecsa» (Connect) B TOM Xe MeHH0.
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'-’El?_, Settings

ICS server address: 192. 168.17.134 |

OOHoBNeHue knueHTa Xauth

Mpu NoAKOYEHNN K cepBepy KNIMeHT Xauth npoBepuT Hannyne obHoBReHW ans cebs. Ecan
TaKOBbIX He 0OHaPYXXWNTCA, TO MporpamMmma NpPoAo/HKUT PaboTy. B NPOTUBHOM C/ly4ae aBTOMATUYECKM
3aNMCTUTCS NPOLLECC 3arpy3kn HOBOM Bepcmmu. OBLIYHO 3TOT NPOLIECC HE 3HAUMAET MHOMO BPEMEHN 1
3aBUCUT OT CKOPOCTU NOAKJIIOYEHNS K cepBepy. Bo BpeMsi npoLecca ckaynBaHWs NosBASETCS N0a0Ca
nporpecca, KoTopas 0Tobpa)kaeTcs TEKYLLMA MPOLEHT 3arpyXXeHHbIX AaHHbIX.
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Downloading new wversion

Mocne 3arpy3kn NporpaMMa aBTOMaTUYECKM 3aBEPLUNTCS, OCYLLECTBUT 0OHOBIEHNE 1 CHOBA
BKMOYNTCA. CnefyeT 06paTuTb BHUMaHWE, YTO BHOBb 3anyLleHHas nporpaMmma byneT ncnosib3oBaTb
LLJIH03 MO YMOJTYAHMIO A5 NOAJIKIOYEHNS, TakuM 0bpa3oM, ecav aapec cepeepa aBTopu3aumm bbin
M3MEHEH, onepaLmio No N3MeHeHUo agpeca HeobxoaMMo NOBTOPUTD.

ABTOpVIBa LA nonb3oBaTtens

KnuneHT Xauth no3BonsieT NpoBecTy aBTOPM3aLINIO TpeMs cnocobamu:

e [o IP-appecy yCTpONCTBa Ha KOTOPOM 3anyLleH KameHT Xauth
e C nCnonb3oBaHMeM LOMEHHOW aBTOpM3aLIM
e [0 NOrMHY 1 NapoJsito Nosb30BaTesNs

B nepByto o4epenb NpoMCXOANT MOMbITKa aBTOpU3aumn no IP-agpecy. AsTopusauma no IP-agpecy
ncnonb3yetcd, ecnv B IKC cywiecTByeT nosib30BaTesib, KOTOPOMY Ha3Ha4yeH IP-agpec MallvHbl Ha
KOTOpOW 3anyLleH KaneHT Xauth.

B cnyyae ecnm aBTopm3aums no IP-agpecy He 6bina ocyWecTBeHa, TO MPONCXOAUT MOMbITKa
aBTOpM3aL MM Yepes AoMeH. [1/19 JaHHOro Tna aBTopU3aLumn A0KeH BbiTb HACTPOEH NOMEH.

Ecnn oba BbilwenepeymcneHHbix crnocoba He Bbinn OCyLLIECTBAEHbI, TO MOMb30BaTENO byaeT
NpeasoXKeHo BBECTW JIOTMH 1 Maposb ANs aBTOPM3aLnM, KOTOPbIE Ha3HaYeHbl eMy MPW CO34aHUN B
NKC.
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@ IC5 authorization program
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Save credentialz
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Knioum 3anycka knueHTta Xauth

KnneHT Xauth moxxeT BbITb 3anyLieH 6e3 Kaknx-1mbo LONOAHUTENbHbLIX MapaMepTOB, B TAaKOM
Cnyyae noBefeHne nporpaMmbl byaeT coBnafaTh C ONMCaHHbIM Bhille. OfHAKO B HEKOTOPbIX
CUTyaumax MoXXeT TpeboBaTbCsH MHOE NOBEAEHME NPOrpaMMbl, HaNpUMep NpY aBTOMATUYECKOM
U/MNK yoaneHHoOM 3anycke. B Takux cnyyasix yTUANTY MOXHO 3amnyckaTb C OAHUM UM HECKOJIbKUMM
cneayLWmmMn KoYamu:

e --server [server ip]: KoY ONd 3agaHns cepBepa aBTopmM3au My No yMOYaHUIo;

e --noauto : 0TKI0O4YeHNe aBTOpM3auun no IP-agpecy (CM. NYHKT «ABTOpPM3auUns Nob30BaTENS»);

e --nodomain : OTKNOYEHMNE aBTOPM3aLMM Yepe3 AOMEH (CM. NYHKT «ABTOpM3aLnS
nosib30BaTeNs»);

e --nomanual : OTKN0YHNE aBTOPM3aLUN NO NOTMHY 1 Naposio (CM. MYHKT «ABTOpM3aLma
noJib30BaTeNs»);

* --nosave : He COXPaHATb faHHble, BBEEHHbIE Ha (hopMe aBTOPU3aLMM Yepes JIOrMH 1 Naposb;

e --logs [NONE, DEBUG, INFO]: ypoBeHb nornpoBaHunsi, ecsiv ypoBeHb JIOrMpPOBaHUSA OTIMYaeTCs
oT NONE (no ymonyaHuio), To co3faeTcs rnanka logs B TON xXe OUPEKTopun, 4To u
NCNONHAEMbIV Pai 1 Tya NOMELLATCA Jorn paboTbl YyTUANTLI;

e --noclose : He OTK/OYaTb YTUANTY aBTOpM3auun npn 6nokuposaHmm OC n/unn cMeHe
nonb3oBatens (nobasneHo B sepcun 7.0.1).

MOHUTOPUHI COeAUHEHUHN

Cny»x6a MOHWTOPWHIra COEHWHEHWNI NpefHa3HaYeHa ANst MOCTOSAHHOMO CNIEXXEHMS 3@ COCTOSAHNEM
COeANHEHNI, OCYLLECTBASEMbIX KOHEYHbIM YCTPONCTBOM C YCTAHOBJIEHHbIM KIMEHTOM Xauth.

Co CTOpPOHbI KNNeHTa, B 0bLLeM ciy4vae, He TpebyeTcs BbIMONHATbL Kakux-nMbo HacTpoek ans paboTsbl
LaHHoW cnyxbbl. OfHaKOo CyleTBYeT HECKOJIbKO KJTI0Yen 3arnycka kiveHTa Xauth, koTopble BIMa0OT
Ha ee paboTy:

e --nomonitor : OTK/4YaEeT MOHUTOPUHI COEANHEHU Ha KIINEHTE;
o --delay [delay]: perynnpoBaka BpeMeHN Mexay CKaHUPOBaHUSMU COeAMHEHWI B
MUNNIMCEKYHAAX, 3HaYyeHue no ymondaHuto - 1000 (1 cek.).
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Web-untepdenc MOHUTOPUHIa COeAUHEHUN

JlaHHble MOHUTOPUHIa COeANHEHMNI MOXXHO MPOCMOTPUBaTL Yepes nHtepdenc NKC, ona storo
Heobxogumo nepenTn B MeHs MNonb3oBaTenun n CtaTtucTuka - MNonb3oBatenu, BolbpaTb
NnoJsib30BaTeNs Ha MalUMHe KOTOPOro 3anyLleH KaneHT Xauth n nepenTtn Bo BKNagky «MpunoxxeHns».

2 AfMWUHUCTPaTOp

< Tlpaeuna u orpaHuyeHus MoyTa u TenedpoHua lMepeHanpasaeHuns OpenVPN MNpunoxenua CraTucTuka CobbiTua
.
MpunoxeHUa U NpoLECCs CoeauHeHua MpoTokon |D poauTensCKOro Npougcca

2 NVIDIA Web Helper.exe
£ NetDrive2 exe
£ System
2 TeamViewer_Service.exe
2 Telegram.exe
£ He onpegenen
B £ VideoUlexe
9752 192.168.17.19:62311> 95.100.188.12:443 TCP 616
2 [System Process]
£ dasHost.exe
£ firefox.exe
£ nvcontainer.exe
£ svchost.exe
B £ xauth.exe
14704 192.168.17.19:50830> 192.168.17.134... TCP 9244

Ha faHHOM CTpaHuULe COeAUHEHMNS CrPYMNMMPOBaHbI MO NMPUI0XKEHNAM, KOTOPbLIE 3TV COEANHEHNS
yCTaHOBUIN.

MO>XHO NPOCMOTPETh:

* MPUI0XKEHNEe, YCTaHOBMBLLEE COeNHEeHNe
¢ PID npouecca

® OCHOBHYI0 MH(hOpMaLnio 0 coegnHeHnn (IP-agpeca, nopTel, MPOTOKON)
e PID poanTenbCKoro npouecca

Tak)Xe Ha JaHHOW CTpaHULe MOXHO 3a610KMPOBaTh COeANHEHMNS, YCTAHOB/IEHHbIE NMPUIOXKEHNEM.
BnokapoBka ocylecTBiseTcs cpeactsamu cnyxbol Application Firewall.
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