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CeTeBble YTUJINTDI

B coctaB IKC BXO4AT HECKOJIbKO CETEBbIX YTUJINT, KOTOPbIE NOMOraloT BbIMONHATL ANArHOCTUKY
ceTu.

Muur

MuHr (ping) — yTuanTa 4Na NPOBEPKK COeAnHEeHN B ceTax Ha ocHoBe TCP/IP. OHa oTnpasnsaeT ICMP-
3anpocCkl YKa3aHHOMY y3Jy CeTU U (PUKCUPYET NoCcTynatoLmne oTBEThLI. Bpemsa Mexay oTnpaBKomn
3anpoca u nojly4eHnem oTBeTa MO3BOJISET ONpefenaTh BYCTOPOHHME 3a4ePpXXKKK N0 MapLUpyTy ©
CpeaHUn ypoBeHb NOTEPM NAKETOB, TO €CTb ONpeaenaTb CTabuabHOCTb M Ka4eCTBO CBA3W, @ TakXe
KOCBEHHO onpefensaTh 3arpy>KeHHOCTb Ha KaHanax nepegayqyv faHHbIX U MPOMEXXYTOYHbIX
yCTPONCTBaXx.

Tak)Ke NUHIOM Ha3blBAlOT BPEMS, 3aTPaYyeHHOe Ha Nepefladvy NakeTa MHGOPMaLUM B KOMMbIOTEPHBIX
CeTaX 0T OAHOr0 X0CTa A0 APYroro 1 06paTHO. ITO BPEMS TaKXXe Ha3blBAeTCS S1aroM WK 3a4ep XKKOoM
N M3MepseTCs B MUINCEKYHAAX. 3aAepXKKa 3aBUCUT OT 3arpyXeHHOCTW U KOJIMYEeCTBa y3/10B B NyTH
MeXAy XO0CTaMu.

Ins 3anycka yTuauTel, He06Xo4MMO BBECTU JOMEHHOE UMS UK IP-agpec U yKa3aTb KOJIMYECTBO
NakeToB.

Tpeuc

Tpenc (traceroute) - ytunnTa Ana BbIBOAA MapLUpyTa NPOX0XAEHWS 3anpoca A0 BbIOpaHHOr0 XocTa.
OHa BbINONHSAET OTNPaBKy AaHHbIX YKa3aHHOMY Y37y ceTu, Npy 3TOM oTobpaxkas CBeLEHMS O BCEX
NPOMEXYTOYHbLIX MapLUPyTMU3aTOPaXx, Yepes KOTOpbIe MNPOLLIN AAaHHbIE Ha MYTU K HEMY.

3Ta yTWAWTA NO3BOASIET ONPEAeNUTb NPobaemMsl C MapLIpyTU3aLMeln Tpauka, a Takxe B Cyyae
npobsemM Npu LOCTaBKe AaHHbIX [0 KAKOro-TO y3/1a - ONpeaennTb, Ha KAKOM UMEHHO Y4acTKe CeTu
BO3HWK/N HEMONAAKMN,

Hy>KHO OTMeTUTb, 4TO NporpamMma paboTaeT TONbKO B HaNpaB/IEHWM OT UCTOYHMKA NAKETOB U
ABNAETCA BeCbMa rpybbiM MHCTPYMEHTOM 419 BbISBEHNS HEMONAAO0K B ceTu. B cuny ocobeHHocTen
paboTbl MPOTOKOJ/I0B MapLUPyTU3aLmMm B ceTu MHTepHET, 0bpaTHbIe MapLUIPYThbl YacTO HE COBMaZaloT C
NPAMbIMA, NPUYEM 3TO CNPaBeaIMBO OJ19 BCEX MPOMEXYTO4YHbIX Y3108 B nyTu. [MoaTomy, ICMP-oTBET
OT Ka)kA0ro NpoMeXyTO4YHOro y3/a MOXeT UATW CBOMM COBCTBEHHBLIM MapLUPYTOM, 3aTepATbCA NUan
NpunATK C 6ONLLLION 3aepPXKKOW, XOTS B PeasibHOCTM C MakeTaMun KOTOpble afApecoBaHbl KOHEYHOMY
Y371y 3TOr0 He NPoMCXoAnT. Kpome TOoro, Ha NPOMeXXyTOYHbIX MapLlpyTu3aTopax 4acTo CTOUT
orpaHuyeHue 4ymncna otsetos ICMP B eguHULY BpeMeHN, YTO NMPUBOLAUT K NMOSABJIEHUIO JIOXKHbIX
noTepsb.
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Onpoc DNS

Onpoc DNS (dig) - no3BonseT NocbliaTb pa3/inyHbIe 3anpockl K AHC-CepBepaM 1 onpeaensTb ownbku
B MX KOH(Urypaumu.

Mpn ncnonb3oBaHU HeObXO0ANMO BBECTU AOMEH M BbIOpaThb TUM 3anNunCK, TaK)Ke MOXXHO yKa3aTb
KOHKPEeTHbIN dns cepep AN14 onpoca. bonee nogpobHO 0 TvNax 3anncn CMOTPUTE B PyKOBOACTBE MO
ncnosib3oBaHuio moayns DNS.

NHdopmauusa o noMmeHe

NHpopmaums o gomeHe (whois) - no3sonsgeT Noay4YnTb MHGOPMaLMIO O BJlafesibLe AOMeHa Uin
[AVana3oHa ip-aApecos, a TakXXe CONMyTCTBYOLLYIO MHPOPMaLMIO (AaTa perncTpaunm, KOHTaKTHbIe
LaHHble, TUN AOMeHa, peructpaTop v T.4.) u3 6a3sbl gaHHbIx WHOIS.

Oamn

Hamn (tcpdump) - oTobpaXkaeT 3aro/IOBKM NakeToB, NPOXOAALLNX Yepe3 BbibOpaHHbLIN CETEBOM
NHTepdeinc. MNo3BonseT AnarHoCTMpPoBaTb NPO6JIEMbI C HACTPOMKON MEXCETEBOI0 3KPaHa,
MapLIpyTusaunm n paboTbl CETEBLIX CEPBUCOB.

Ansa 3anycka yTunuTbel HeobxoAnMo BblibpaTb CETEBON UHTEP(ENC, Ha KOTOPOM ByaeT BbINOIHATLCA
cbop LaHHbIX.

Ana dunbTpauumn coobeHnin MoXHO YKa3aTb NPOTOKo, IP-agpec oTnpaBuTens u/uamn nonyvaTens n
MOPT MO KOTOPOMY naeT obmeH.

CeTeBble uHTEpdEeuncChl

YTnnnta «CeTeBble MHTEPGENCHI» NO3BOASET NONYYNTh CBEAEHNSA O COCTOSAHUMN BCEX UHTEpPdencoB
NKC. OHa BbIBOAUT pe3ynbTaT KoMaHAbl ifconfig, No3Bonas y3HaTb, Kakue ip-agpeca Ha3Ha4YeHbl
KaXXOOMy MHTepgency, Kakne BupTyasbHble MHTEPGENCH CO34aHbl, @ TaKXe NPOBEPUTb HaNYme
CMrHana B NOAKIOYEHHOM Kabene.

Tabnuua mapwpyTusauum

[laHHasa yTuanTa BbIBOAMT TeKyLyo Tabnmuy mapwpyTrdaumm NKC. C ee NOMOLLLIO Bbl MOXETE
yBMIETb BCe MapLpyTbl, CO34aHHbIe B CUCTEME.

TecT CKOpPOCTU KaHasa

dTa YTUINTa NO3BOJIAET U3MEPUTL MPONYCKHYIO cnocobHOCTb KaHana. ans n3MepeHna Heobxoanmo
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BbiOpaTh CepBep U 3anyCcTUTb TECT. BHMMaHmMe! He Bce cepBepa MOryT ObiTb AOCTYMHbI. TakXe He
BCE CepBepa MOryT Nnoka3aTb MOAJIMHHY CKOPOCTh BALLEro KaHana U3-3a yaaneHHOCTU, KoJIyecTBa
NMPOMEXYTOYHBIX Y3/10B U UX HAr py>KeHHOCTb.

CKaHupoBaHMue ceTHu

C NOMOLLbIO CKAaHMPOBaHNSA CETU Bbl MOXETE TeCTUPOBaTb 6e30MacHOCTb IOKaIbHOW CeTH
npeanpunaTuna. OHa nossonseT NPOBEPUTL AOCTYMHOCTb JIOKaJ/IbHbIX MallH, a TaKXXe onpeaesnTb
OTKpbITblEe B CETW MOPThl. KpoMe Toro, ykasas B KayeCTBe UCC/iefyeMoro xocTa cam NKC, Bbl MOXeTe
OONOJIHNTENBHO NMPOBEPUTD 6e30MacHOCTb CMCTEMBI Ha npenoMeT AOCTYMHbIX MOPTOB.

CKaHleOBaHVIe CeTn MOXeT paGOTaTb B TPEX PEXUNMaX:

Pexum Oencreus

NKC npoBepsieT, B ceTn n BbibpaHHbIE MallMHbI. B KayecTBe aprymeHTa
MOXKET ObITb YKa3aH KakK OTAesIbHbI XOCT, Tak U nogceTb. B nocnegHem
cnyyae VKC npoBepuT LOCTYMHOCTb BCEro yka3aHHOro gnanasoHa
nepebopom.

NKC npoBepsieT, Kakrue NopTbl OTKPbIThI 418 4OCTYMNa Ha YKa3aHHOM XoCTe
NN BCEX MalUMHAX YKa3aHHOW NoaceTu

NKC npoBepsieT Bepcuio Cy>6bl KaX40ro OTKPLITOr0 MOpTa Ha YKa3aHHOM
XOCTE WM BCEX MALUMHAX yKa3aHHOW NoaceTn

[ocTynHoOCTbL afpecos

CKaHVIpOBaHI/Ie nopToB

NHdopmaums o sepcumn
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