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CeTeBble YTUJINTDI

B coctaB IKC BXO4AT HECKOJIbKO CETEBbIX YTUJINT, KOTOPbIE NOMOraloT BbIMONHATL ANArHOCTUKY
ceTu.

Muur

(x]

MuHr (ping) — yTuanTa AN NpoBepPKN coegnHeHU B ceTax Ha ocHoBe TCP/IP. OHa oTnpasnseT ICMP-
3anpocChl YKa3aHHOMY y3J1y CeTU U (PUKCUPYET NocTynatoLwmne OTBEThl. Bpems Mexay oTnpasBKom
3anpoca n rnosiy4yeHnem oTeeTa No3BOJISET OnpenenaTb ABYCTOPOHHUE 3a4EePXKKN MO MapPLUPYTY U
CpenHuin ypoBeHb NOTEPY MaKeTOB, TO €CTb ONnpeaensdTb CTabnabHOCTb U Ka4eCTBO CBA3U, @ TakXe
KOCBEHHO OnpefensTb 3arpy>KeHHOCTb Ha KaHanax nepegayv faHHbIX U MPOMEXYTOYHbIX
YCTPOMCTBaX.

Tak>xe MMHIOM Ha3blBaloT BPEMS, 3aTPaYeHHOe Ha nepefayvy NakeTa MHGOopMaLny B KOMMbIOTEPHbIX
CeTAX 0T OAHOr0 XOCTa A0 APYroro 1 06paTHO. ITO BPEMS TaKXXE Ha3bIBAETCS J1aroM WK 3a4eP>XKKON
1 M3MepseTCs B MUNIUCEKYHAAX. 3aA4epXKKa 3aBUCUT OT 3arpyXeHHOCTM U KOMYECTBa y3/10B B NyTH
MeXy XOCTaMu.

(]

Ins 3anycka yTuauTbl, Heo6XoAMMO BBECTU OMEHHOE UMS UK IP-agpec U yka3aTb KOJIMYECTBO
MakeToB.

Tpeunc

Tpeiic (traceroute) - yTunuTa 405 BbIBOAA MapLUpyTa NPOXOXXAEHUS 3anpoca A0 BbIBpaHHOMO XocTa.
OHa BbIMOJIHSET OTMNPaBKY AaHHbIX YKa3aHHOMY Y3/1y CeTu, Mpu 3ToM 0Tobpa)kasi CBeieHUS 0 BCEX
MPOMEXYTOYHbIX MApLLPYTU3aTOPaXx, YePEe3 KOTOPbIE MPOLLJIN AaHHbIE Ha MYTU K HEMY.

(]

3Ta yTWAWTA NO3BOASIET ONPEeAeNUTb NPobaemMsl C MapLIpyTU3aLmMeln Tpauka, a Takxe B Cyyae
npobsem npu LOCTaBKe AaHHbIX [0 KAKOro-TO y3/1a - ONpeaennTb, Ha KAKOM UMEHHO Y4YacTKe CeTu
BO3HWK/W HEMONAAKMN,

Hy>XKHO OTMeTUTb, 4TO NporpamMma paboTaeT TONbKO B HaNpaB/IEHNM OT UCTOYHMKA NAKETOB U
ABNAETCA BeCbMa rpybbiM MHCTPYMEHTOM 419 BbISBEHUS HEMONAAO0K B ceTu. B cuny ocobeHHocTen
paboTbl MPOTOKOJ/I0B MapLUPyTU3aLmMm B ceTu MHTepHET, 0bpaTHbIe MapLIPYThbl YacTO HE COBMaZatloT C
NPAMbIMA, NPUYEM 3TO CNPaBeaIMBO OJ19 BCEX MPOMEXYTO4YHbIX Y3108 B nyTu. [MoaTomy, ICMP-oTBET
OT Ka)kA0ro NpoMeXXyTO4YHOro y3sa MOXeT UATW CBOMM COBCTBEHHBLIM MapLUPYTOM, 3aTepATbCA Uan
NpunATK C 6ONBLLION 3aepPXKKOW, XOTS B PeasibHOCTM C MakeTaMun KOTOpble afpecoBaHbl KOHEYHOMY
Y371y 3TOr0 He NPoMCXoanT. Kpome TOoro, Ha NPOMeXXyTOYHbIX MapLlpyTuU3aTopax 4acTo CTOUT
orpaHuyeHue 4yncna otsetos ICMP B eguHULY BpeMeHN, YTO NPUBOLUT K NMOSABJIEHUIO JIOXKHbIX
noTepsb.
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Onpoc DNS

(x]

Onpoc DNS (dig) - no3BonseT NocblNaTbh pa3nyHble 3anpockl K AHC-CEPBEPaAM 1 ONPeaenaTb OWnbKy
B UX KOHGuMrypaumm.

Mpn ncnonb3oBaHUM HeO6XOAMMO BBECTW AOMEH U BbibpaTb TWN 3anucK, TakXe MOXXHO yKa3aTb
KOHKpeTHbIN dns cepeep Aas onpoca. bonee noapobHo 0 TMNax 3anncu CMOTPUTE B PYKOBOACTBE MO
ncnosb3oBaHuio moayns DNS.

NHcdopMmauusa o pomeHe

(]

NHdopmauma o nomeHe (whois) - N03BOSIAET NONYHUTL UH(OPMaLIMIO O BNafesibLe AOMeHa Uiu
[ManasoHa ip-aapecos, a TakXXe CONyTCTBYOLLYI0 MHpOPMaLMIO (faTa perncTpaunm, KOHTaKTHbIe
[laHHble, TUN AOMeHa, peructpaTop v T.4.) u3 6a3bl faHHbIX WHOIS.

Oamn

Hamn (tcpdump) - oTobparkaeT 3aron0BKM MaKeTOB, MPOXOAALLMX Yepe3 BbIOPaHHbIN CETEBOM
NHTepdenc. MNo3BoNseT AMarHoCTMPOBaTb NPO6IEMbI C HACTPOMKON MEXCETEBOI0 3KPaHa,
MapLpyTusaumm n paboTbl CETEBLIX CEPBUCOB.

(=]

Anda 3anycka yTunuTbl HeobxoAnmMo BblbpaTb CETEBON UHTEP(ENC, Ha KOTOPOM ByaeT BbINOJIHATLCA
cbop LaHHbIX.

Ana dunbTpauumn coobeHnin MoXHO YKa3aTb NPOTOKoN, IP-agpec oTnpaBuTens u/uan nonyvyaTens u
NOPT MO KOTOPOMY naeT obmeH.

CeTeBble uHTEpdEeuncChl

(x]

YTunuta «CeTteBble MHTEPMENCHI» NO3BOSISET NOJYYUTL CBEAEHNSA O COCTOSAHUM BCEX NUHTEPGENCOB
NKC. OHa BbIBOOUT pe3ysibTaT KoMaHAbl ifconfig, No3B0NSa y3HaTb, Kakue ip-afpeca Ha3Ha4yeHbl
KaXKOOMy MHTepgency, Kakne BupTyasbHble MHTEPGENCHI CO3AaHbl, @ TakKXe NPOBEPUTL HaNYme
CMrHana B NOAKIOYEHHOM Kabene.

Tabnuua mapwpyTusauum

]
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JlaHHasa yTunmTa BbIBOAMT TeKyluyto Tabanuy mapwpyTtusauum MKC. C ee NOMOLLbIO Bbl MOXETE
YBULETb BCE MApLUPYThl, CO34aHHbIE B CUCTEME.

TecT CKOpPOCTU KaHana

dTa yTUAUTa NO3BONAET N3MEPUTb MPOMYCKHYI0 CNOCOBHOCTb KaHana. [ns n3mepeHunsa Heobxoanmo
BblIbpaTb cepBep 1 3aNyCTUTb TeCT. BHUMaHne! He Bce cepeepa MOryT BbiTb 4OCTYMNHbI. TakXe He
BCE CepBepa MOryT rnokasaTb NOAJIMHHYIO CKOPOCTh Ballero KaHaJsa 1U3-3a yoaneHHOCTU, KoJinyecTBa
NPOMEXYTOYHbIX Y3/10B U UX HArPy>XEeHHOCTb.

CKaHupoBaHue ceTu

(]

C NoMOLLbI0 CKAHMPOBAHWS CETU Bbl MOXXETE TECTUPOBAThL 6€30MaCHOCTb JIOKAJIbHOMN CeTy
npeanpuaTus. OHa NO3BONSET NPOBEPUTL AOCTYMHOCTb JIOKa/bHbLIX MALLUH, @ TaKXe onpeae/inThb
OTKPbITblE B CETU MOPThI. KpOMe TOro, yKas3aB B KayecTBe uccienyemMoro xocta cam MKC, Bbl MoXeTe
AOMNOJIHATESIbHO NPOBEPUTL 6@30MaCHOCTL CUCTEMbI Ha MPeaMeT AOCTYMHbLIX NOPTOB.

CkaHMpoBaHMe ceTn MOXET paboTaTb B TPEX peXxumax:

Pexxum NencTeusa

WKC npoBepsieT, B CeTK N BbiIbpaHHbIE MalLMHbI. B KayecTBe aprymeHTa
MOXKET ObITb YKa3aH KakK OTHesIbHbIA XOCT, Tak U noaceTb. B nocnegHem
cnyvae NKC npoBepuT JOCTYMHOCTL BCErO yKa3aHHOro AManasoHa
nepebopom.

NKC npoBepseT, Kakne NopTbl OTKPbITEI 418 4OCTYMNa Ha YKa3aHHOM X0OCTe
NN BCEX MaLUMHAX YKa3aHHOW noaceTu

NKC npoBepsieT Bepcuto cNyxObl KaXK40ro OTKPLITOro NopTa Ha YKa3aHHOM
X0CTe WM BCEX MAaLUMHAX YKa3aHHOW noaceTun

[ocTynHOCTb agpecos

CkaHupoBaHMe nopToB

NHdopmaumsa o sepcumn
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