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CeTeBble YTUJINTDI

B coctaB IKC BXO4AT HECKOJIbKO CETEBbIX YTUJINT, KOTOPbIE NOMOraloT BbIMONHATL ANArHOCTUKY
ceTu.

Muur

MuHr (ping) — yTuanTa 4Na NPOBEPKK COeAnHEeHN B ceTax Ha ocHoBe TCP/IP. OHa oTnpasnsaeT ICMP-
3anpocCkl YKa3aHHOMY y3Jy CeTU U (PUKCUPYET NoCcTynatoLmne oTBEThLI. Bpemsa Mexay oTnpaBKomn
3anpoca u nojly4eHnem oTBeTa MO3BOJISET ONpefenaTh BYCTOPOHHME 3a4ePpXXKKK N0 MapLUpyTy ©
CpeaHUn ypoBeHb NOTEPM NAKETOB, TO €CTb ONpeaenaTb CTabuabHOCTb M Ka4eCTBO CBA3W, @ TakXe
KOCBEHHO onpefensaTh 3arpy>KeHHOCTb Ha KaHanax nepegayqyv faHHbIX U MPOMEXXYTOYHbIX
yCTPONCTBaXx.

_m| TpEAC || Cnpoc Dns ” MHbOpHMALKA 0 AOMEHE || Aarn || CETEERIE HHTERhERACE ” Tabnuua =

Bapeci |y “TSanyer | S

KonMYecTeD NAKETOE: | 4

PING va.ru (213.180.204,3): 56 data hyvtes

64 bytes from 213.180.204. icmp seqg=0 ttCl=53 tCime=37.0458 ms
64 bytes from 213.180.204. icmp seqg=1 ttl=55 tCime=30.170 ms
64 bytes from 213.180.204. icmp seqg=2 ttCl=55 tCime=39.022 msS

3
3
3
64 bytes from 213.180.204.3 icmp seqg=3 tCl=55 Cime=100.132 ms3

—-—— ¥a.ru ping statistics —---
4 packets transmitted, 4 packets received, 0.0% packet loss
round-trip mindavg/max/acddev = §7.048/91.593/100.132/5.055 m=

Tak)Xe MMHIroM Ha3bIBalOT BPEMS, 3aTpayeHHOe Ha rnepenady nakeTta MHGoOpMaLn B KOMMNbIOTEPHbIX
CeTAX OT O4HOro XoCTa OO Apyroro un OﬁpaTHO. 370 BpeMA TakKX€E Ha3bIBae€TCA JilaromM nian 3a,El,ep)KKOI7I
N N3MEPAETCA B MUJIJTNCEKYHOAX. 3a,uep>KKa 3aBUCUT OT 3arpy>XeHHOCTU N KOJIN4ECTBa Y3J10B B MYyTH
MeXay XoCTaMMu.

ans 3alyCKa YTUJINThI, HeobxoaMmMo BBECTU AOMEHHOE UMS NN IP-an,pec N YKa3aTb KOJIN4eCTBO
NaKeToB.

Tpeuc

Tpewc (traceroute) - yTnanTa 419 BbiIBOAA MapLUpyTa NPOXOXXAEHUS 3anpoca A0 BbibpaHHOr0 XocCTa.
OHa BbINONHSAET OTNPaBKy AaHHbIX YKa3aHHOMY Y37y CceTU, Npy 3TOM oTobpaxkas CBeLEHMSA O BCEX
MPOMEXYTOYHbLIX MapLUPYTU3aTOPaXx, Yepe3 KOTOpbIe MNPOLLIN AAaHHbIE HAa MYTU K HEMY.
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| [THHr lm| Cnpac Dns ” FHthopMaLHA O AOMEHE ” Aarin ” CETeERIE HHTEpdEHk || Tabnuua =
ARPEC: | yaru S Sanyerie: | =

traceroute: Warning: ya.ru has mwultiple addresses; using %
57.250.250.3
traceroute to ya.ru [(§7.250.250.3), 64 hops max, 40 hbyte packets

1 152.165.17.211 (192.165.17.211) 1.550 m= 1.401 ms 1.139 ms

2 213.150.582.61 (213.150.52.61) &5.464 ms 99.915 ms 55.042 m=

3 213.150.593.34 (213.150.93.34) 54.015 m=s G3.165 ms 54,156 m=

4 213.150.93.27 (213.150.93.27) 78.102 ms G2.002 ms 79.451 m=

5 w=ll5.y=li6.transtelecom.net (217.150.41.54) 73.241 m= S0.355
m=  S0.625 ms

6 mwsk0:2.transtelecom.net [(217.150.60.30) 87.005 wm= 95.947 ms
S56.725 m=

7 Yandex—-gw.transtelecom.net (217.150.60.29) 87.0258 m= G6.675
m=s S7.133 ms

8 toyota-wvlanglZ.yandex.net (77.55.16.125) 155.241 ms 109.020
ms T5.332 ms

9 153-z3600-s650.yvandex.net (213.150.213.44) S50.933 mwms 77.054 m= =

B BAMN m=

dTa yTUnMTa No3BONSET ONpefennTb Npobaembl C MapLpyTu3aunen Tpaduka, a Takxe B Ciyvyae
npobnem Npu fOCTaBKe AaHHbLIX [0 KaKOro-TO y3/1a - ONpeaenunTb, Ha KAaKOM MMEHHO Y4YacTKe CeTu
BO3HWKW HEMONAAKM,

Hy>XHO OTMETUTb, 4TO NporpamMma paboTaeT To/IbKO B HAaMpaB/ieHNM OT UCTOYHMKA MAKETOB U
SIBNSIETCS BECbMa rpybbiM MHCTPYMEHTOM A5 BbISIBSIEHWS HEMOMAA0K B CeTU. B cuny ocobeHHocTel
paboThbl NPOTOKO0B MapLIPyTU3aLMK B ceT NHTepHET, 06paTHbIe MapLUPYThl YacTO HEe COBMAAAIOT C
NPAMbIMUK, MPUYEM 3TO CMIPaBEASIMBO A1t BCEX NMPOMEXYTOYHbIX Y310B B NyTK. MoaTomy, ICMP-0TBET
0T KaXXA0ro NpoMexxyTO4YHOr0 y3/1a MOXXET MATK CBOUM CODCTBEHHBLIM MapLLPYTOM, 3aTEPATLCS UK
NPUATK C 60NbLLON 3aAePXKON, XOTS B peasibHOCTM C NakeTaMmn KOTOpble aApecoBaHbl KOHEYHOMY
y3J1y 3TOro He NPoucxoaunT. Kpome Toro, Ha MpoOMeXXyTOYHbIX MapLIPyTM3aTopax 4acTo CTOUT
orpaHuyeHune yncna oteetoB ICMP B eAnHULY BPEMEHU, YTO NMPUBOAUT K MOSBAEHMIO OXKHbIX
noTepb.

Onpoc DNS

Onpoc DNS (dig) - no3BonseT nocbliaTb pa3/iMyHbIe 3anpockl K AHC-CepBepam 1 onpeaensiTb ownbku
B MX KOH(Urypaumu.
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THHr | TpeAc |I MHbOpHMALKHA 0 AOMEHE H Aarn H CETEERIE HHTERDERCE H Tatnuu: =
AdpeC: | yau e )

TN zarmaci; | A E|

AHC-cepesp: | (KT

~
; <<rxx DiG 9.6.2-P2 <<»> ya.ru a

;7 globhal options: +cmd

;s GO answer:

;7 —»rHEADER<<- opcode: QUERY, status: NOEREROER, id: 56649

;7 flags: gr rd rar; QUERY: 1, AMNIWER: 5, AUTHORITY: 2, ADDITICNAL:

;s QUESTICON SECTICH:

sYa.EU. IM h

;s ANSWER SECTICH:

Ya.EU. 1625 IN A 213.150.204.3

Ya.EU. 1625 IN A TY.85.21.3

Ya.EU. 1625 IN A S87.250,250.3

Ya.EU. 1625 IN A 57.250,251.3

Ya.EU. 1625 IN A 953.155.1534.3

;s AUTHORITY SECTICHN:

Ya.Lu. 1625 IM = nsl.yandex.ru.

Ya.Lu. 1625 IM = nsS.yandex.ru.

;s ADDITICNAL SECTICHN:

nsl.yandex.ru. 6721 IM h 2153.180,.195.1
nsS.yandex.ru. =11 IM h 213.180,.204.1 g

Mpn ncnonb3oBaHUN He06X0AMMO BBECTM XOCT U BbibpaTb TWM 3anucu ans onpoca. bonee noapobHo
0 TUMax 3annMcu CMOTPUTE B PYKOBOACTBE MO MUCMO/b30BaHU0 Moayns DNS.

NHdopMmauus o poMmeHe

NHdopMaums o nomeHe (whois) - No3BoAsSET NOAYYUTb MHDOPMALMIO O BNafesibLe AOMEHa UK
[VanasoHa ip-aApecos, a TakXXe CONyTCTBYOLLYI0 MHPOPMaLMIO (AaTa perncTpaunm, KOHTaKTHbIe
[AaHHble, TUN AOMEHa, perncTpaTop v T.4.) u3 6a3bl gaHHbIX WHOIS.
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l [THHE ” Tpe#: H Cnpoc Cins l[ Aawn ” _ETEERIE MHTERdEHCE] H Tabr =

A AR AT

ey

domain:
nServer:
nServer:
state:
orog:
phone:
fax-no:
e-mail:

registrar:

created:

paid-till:

Source:

Sapec: |ya.ru

By submitting a guery to RIPN'=s Whois Service
wou agree to abide by the following terms of use:
http://www.ripn.net/about/servpol. htmlf#3 .2
http://www.ripn.net/about/en/=servpol. htmlf3.2

Th.RU

nsl. yandex.ru.
ns5h. yandex.ru.
REGISTERED, DELEGATELDL, VERIFIED
TANDEX, LLC.

+7 495 7337000

+7 495 7337070
noclyandex. net
ROCENTER-REG-RIFN
199907, 12
Z2011.08.01

TCI

Last updated on 2011.01.31 15:23:42 MN3IE/MN3D

Namn

“Saveni | S

[in Russian)
[in English) .

Hamn (tcpdump) - oTobpa)kaeT 3aro/IoBKM NakeToB, NPOXOAALLNX Yepe3 BbibpaHHYIO CETEBYIO KapTy.
Mo3BoNseT ANarHOCTUPOBaTb NPOo6aeMbl C HACTPOMKON MEXCETEBOI0 3KpaHa, MapLUpyTM3aLmMm 1
paboTbl ceTeBbIX CEPBUCOB.
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| THHE ” TpeH: || Cnpoc Cns || MHPOpMALHA O A0MEHE |m| CeTeEkIE HHTEpdERCE ” Tabnmus =

repceic e semerer) (3
[MpoTokon;
FCTOUHMK,
HazHaveH1e:
MopT:
16:35:17 685868 TP 192 168 17.210.902 = 192 168.17.19.3814: Flags [ ], ack =
A072574200, win 8276, length 1460
163517 686021 1P 192 168 17 210,902 = 122 168.17.19.3814: Flags [ ], ack 1, win
8576, length 1460
16:35:17 686072 1P 192 168 17.210.902 = 192 168.17.19.3814: Flags [P ], ack 1,
win 2576, length 546
16:35:17 686965 TP 192 168 17,19 3814 = 192 168.17.210.902: Flags [.], ack 2220,
win 65535, length 0
16:35:17 701863 1P 192 168 17,19 3814 = 192 168.17.210.902: Flags [P.], ack
3466, win 64982, length 74
16:35:17 705590 1P 192 168 17,210,902 = 192 168.17.19.3814: Flags [ ], ack 73,
wint 5076, length 0 (i

Ons 3anycka yTuantel Heo6x04MMOo BbiIbpaTb CETEBOW MHTEP(ENC, Ha KOTOpoM ByaeT BbIMONHATHCA

cbop OaHHbIX.
Ons dunbTpaumm coobLLeHNn MOXHO yKa3aTb NPOTOKOA, IP-afgpec oTnpaBUTens n/mnm nonyvyaTens v

MopT Mo KOTOPOMY UAET 0bMeH.

CeTeBble UHTEpdEunChI
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| MHHr ” Tperc ” Cnpoc Dns || WHhOpMELHA O AOMEHE ” Aamn |

“Saen | S

led:

192.

lel:

mtu

192.

led:

mtu

flags=8943<UP, BROADCAST, RUNNING, PROMISC, SIMPLEX, MULTICAST >
metric O mtu 1500

1a68.

options=5<VLAN MTI-

ether 00:0cz:29:94:d47:1¢c

inet 192.1658.17.123 netmwask O0xf£f£f££ff00 broadcast
17.255

media: Ethernet autoselect

status: actiwve

flags=58543<UP, BROADCAST, RUNNING, SIMPLEX, MULTICAST> metric O
1500

1a68.

options=5<VLAN MTI-

ether 00:0cz:29:94:d47:26

inet 192.1658.192.123 netmask Oxf£f£f£f£ff00 broadocast
192,255

media: Ethernet autoselect

status: actiwve

flags=58543<UP, BROADCAST, RUNNING, SIMPLEX, MULTICAST> metric O

1500

options=5<VLAN MTI-
ether 00:0c:29:94:47:30
media: Ethernet autoselect

YTnnnta «CeTeBble MHTEP(ENCHI» NO3BOASET MNOYYNTh CBEAEHUSA O COCTOSAHUM BCEX UHTEpdencos
NKC. OHa BbIBOAUT pe3ynbTaT KoMaHAbl ifconfig, M03B0N1SA y3HaTb, Kakue ip-afpeca Ha3Ha4YeHbl
KaXX4OoMy MHTepdency, Kakme BupTyasibHble MHTepdENChl CO34aHbl, @ TaKXXe NPOBEPUTb Hanyne
CUrHana B NOAKIOYEeHHOM Kaberne.

Tabnuua mapwpyTusauum
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4-| Cnpoc Dns || AHGOpMALHA O AOMEHE ” Aarvn ” CeTEeEkIE HHTEpdEACk |

Expire L
default 192,.165.17.211 Ll 10 27181 led
127.0.0.1 link#5s TH ) 141421 laO
192,.168.17.0/24 link#1 i} 5 1227244 led
192 ,.1658.17.123 link#1 THS ) 1555 laO
192,.168.192.0/24 link#2 i} ) 332757 lel
192 ,.1658.192.125 link#2 THS ) (= laO
Interneta:
Destination Gateway
Flags Netif Expire
il il TH
1a0
fedl: ;% 1o0/ 64 link#5s i}
1a0
feS0: 1% 1o0 link#5s THS
1a0
ff01:5::/32 fedd: 1% la0 i}
1a0
ff02::51o0/32 fedd: 1% la0 i}
1a0

A

[laHHasa yTuanTa BbIBOAMT TeKyLyo Tabnmuy mapwpyTmdaumm UKC. C ee NOMOLLLIO Bbl MOXETE
yBMIETb BCe MapLpyTbl, CO34aHHbIe B CUCTEME.

CKaHupoBaHue ceTu

= || CETEBLIE HHTEpgECE ” TafnKUa MApLWEY THIALMH || TECT CKOPOCTH KaHana |
f— e

Afpec:

MopT:

Dizcovered open port 4450t cp on 19216817123 -
Discowered open port B0ftcp on 192 168,17 123

Discovered open port 25/tcp on 19216817123

Discowered open port 21ftcp on 192 168,17 123

Discovered open port 53ftcp on 19216817125

Discowered open port 110/tcp on 192168 17,123

Dizcovered open port 17230tcp on 192.168.17.123

Discowered open port 13%tcp on 192168 17,123

Discovered open port 8litep on 19216817125

Discowered open port 38%tcp on 192168 17,123

Increasmg send delay for 192 168.17.123 from 0 to 5 due to 11 out of 26 dropped
probes since last mcrease.

Dizcovered open port 2128ftcp on 19216817123
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C noMoLLbto CKaHMpPOBa

HNA CeTN Bbl MOXXeETe TECTUPOBATb 6e30MacHOCTb JIOKaIbHOW CeTH

npeanpuaTua. OHa No3BOASET NPOBEPUTL OOCTYNHOCTL JIOKAJIbHbBIX MALUWH, @ TakXXe onpenesinTb
OTKpbITble B CETW MOPThl. KpoMe Toro, ykasas B KayeCTBe UCC/iefyeMoro xocTa cam NKC, Bbl MOXeTe
OOMOJIHNUTENIbHO NMPOBEPUTD 6e30MacHOCTb CUCTEMBI Ha npeaMeT AOCTYMNHbIX NMOPTOB.

CKaHVIpOBaHVIe CeTn MOXeT paGOTaTb B TPEX PEXUNMaX:

PeXxum

DNlencTBUA

[locTynHOCTbL agpecos

NKC npoBepsieT, B ceTu i BbibpaHHbIE MalLKHbI. B KayecTBe aprymeHTa
MOXKET ObITb YKa3aH KakK 0TAesIbHbI XOCT, Tak U NogceTb. B nocnegHem
cnydae MKC npoBepuT JOCTYNHOCTb BCEro yKa3aHHOro AmnanasoHa
nepebopom.

CKaHI/IpOBaHI/Ie nopToB

NKC npoBepsieT, Kakne NopTbl OTKPLIThI 414 AOCTYMNa Ha YKa3aHHOM X0CTe
MK BCEX MallMHaX yka3aHHOW nogceTu

NHdopmauns o sepcumn

NKC npoBepsieT Bepcuio Cy)K6bl KaX40ro OTKPLITOr0 MOpTa Ha YKa3aHHOM
XOCTE WM BCEX MAlLMHAX yKa3aHHOW NoAceTH
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