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CeTeBble YTUJINTDI

B coctaB IKC BXO4AT HECKOJIbKO CETEBbIX YTUJINT, KOTOPbIE NOMOraloT BbIMONHATL ANArHOCTUKY
ceTu.

Muur

& AgmuHucTpatop

MuHr Tpeic Onpoc Dns WHdopmaLwma o fomere Damn CeTesble MHTEPdEHCHI Tabnnua MapLpyTH3aUM9 TecT CKOpPOCTH KaHana CKaHWpOBaHHe CETH Mpokck access.log
Appec” Konwmyecteo naketos
ya.ru 3
PING ya.ru (87.250.250.242): 56 data bytes

€4 bytes frem 87.250.250.242: icmp_seq=0 ttl=53 time=18.832 ms
64 bytes from 87.250.250.242: icmp_seq=l tt1=53 time=23.266 ms
64 bytes from 87.250.250.242: icmp seq=2 ttl1=53 time=30.377 ms

--- ya.ru ping statistics —--
3 packets transmitted, 3 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 18.832/24.158/30.377/4.755 me

MuHr (ping) — yTuanTa 419 NPoBepKn coefnHeHnin B ceTax Ha ocHose TCP/IP. OHa oTnpasnseT ICMP-
3anpockl YKa3aHHOMY Y37y CeTU 1 PUKCMpYyeT NOCTynatoLne oTBeThl. Bpema mexxay oTrnpaBKon
3anpoca 1 nojly4eHmeM OTBeTa MO3BONSET ONpeLensTb ABYCTOPOHHME 3a4EPXKKM MO MapLIpyTYy U
CpeaHuin ypoBeHb NOTEPU MAaKETOB, TO €CTb ONpeaensaTb CTabnabHOCTb U Ka4eCTBO CBA3W, @ TakXe
KOCBEHHO ONpeaensTb 3arpy>XeHHOCTb Ha KaHaNax nepefayun AaHHbIX U MPOMEXYTOYHbIX
yCTPONCTBAXx.

Tak>Xe NHIroM Ha3bIBalOT BPeMs, 3aTPaYeHHoe Ha nepefady naketa UHPopMaLun B KOMMNbIOTEPHbIX
CeTAX OT OAHOr0 XOCTa A0 APYroro 1 06paTHO. 3TO BPEMS TAaKXXE HAa3bIBAETCS J1aroM WK 3a4ePXKKON
1 M3MEpPSIeTCS B MUIIMCEKYHOAX. 3aA4€PXKKA 3aBUCUT OT 3arpy>XEHHOCTM U KOJIMYECTBA Y3108 B NyTH
MeXAy XOoCTaMu.
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round-trip min/avg/max/stddev = 31.

Onpoc Dns Wudopmayua

0 JOMEHE

Honuyecteo naketos

15

8.8 (B.B.8.8): 56 data bytes
from E.E.B.B: icmp seg=0 ttl=44 time=36.
from B.B.B.B: icmp seg=l ttl=44 time=33.
from B.8.8.8: icmp seq=2 ttl=44 time=36.
from B.8.8.8: icmp segq=3 ttl=44 time=33.
from E.E.B.B: icmp seg=? ttl=44 time=33.
from E.B8.B.8: icmp seg=d ttl=44 time=32.
from B.8.8.8: icmp segq=6 ttl=44 time=3Z.
from B.8.B8.8: icmp segq=T7 ttl=44 time=3Z.
from B.E.B.B: icmp seg=B ttl=44 time=32.
from E.B.B.B: icmp seg=f® ttl=44 time=31.
from B.8.8.8: icmp segq=10 ttl=44 time=31.
from B.8.8.8: icmp segq=11 ttl=44 time=33.
from B.B8.8.8: icmp seg=l2 ttl=44 time=33.
from E.B8.8.8: icmp seg=l3 ttl=44 time=33.
from E.8.8.8: icmp segq=14 ttl=44 time=33
.B ping =statisties --—-

15 packets transmitted, 15 packets received,
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0.0% packet loss
189/33.350/36.295/1.295 ms

Ins 3anycka yTuauTbl, Heobxo4MMo BBECTU OMEHHOE UMS UK IP-agpec 1 yka3aTb KOJIMYECTBO

NaKeTOoB.

Tpeuc

Tpeiic (traceroute) - yTunuTa 405 BbIBOAA MapLUpyTa NPOXOXXAEHUS 3anpoca A0 BbiIbpaHHOM0 XoCTa.
OHa BbINOJIHSET OTNPABKY AaHHbIX yKa3aHHOMY Y31y CETUW, Npu 3TOM o0Tobpaxxas CBeaeHMs 0 BCexX
MPOMEXYTOYHbIX MapLUPyTU3aTOpaXx, Yepe3 KOTOpPbIe MPOLIN AaHHbIE Ha NMYTU K HEMY.
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[uHr Tpeiic Onpoc Dns WHdopmMaums o foMeHe Jamn CeTeBble MHTEPDEACHI

Appec’  B888

IR I = I =]
= H

traceroute to E.E.B.8 (E.E.E.E), 64 hops max, 40 byte packets

1 182.168.170.254 (192.16E8.170.254) 4.290 m=s 5.0652 ms 1.200 ms
ysul-ccrli3e-3.yar.ru (213.187.127.100) 1.373 ms 1.702 ms 1.228 ms
ysul-asbr-0-vlan922 . yar.ra (213.187.127.101) 1.166 m= 2.344 ms 1.526 ms
178.176.156.73 (178.176.156.73) 13.l166 m= 4.911 m=s 2.5B6 m=
dns.google (E.E.8.8) 21.005 m= 2B.545 m= 29.612 ms

o L B

ITa yTuUnMTa No3BONSET oNpenennTb Npobaembl C MaplpyTu3aunen Tpaduka, a Takxxe B Ciyvae
npobnem Npu fOCTaBKe AaHHbLIX [0 KaKOro-TO y3/1a - ONpeaenunTb, Ha KAaKOM MMEHHO Y4YacTKe CeTu
BO3HWKW HEMONAAKM,

Hy>XHO 0TMeTWTb, 4TO NporpaMmMa paboTaeT TO/IbKO B HarnpaBieHUN OT UCTOYHMKA MaKeToB U
SBIAETCA BeCbMa rpybbiM MHCTPYMEHTOM O/15 BbIAB/IEHUS HENONALoK B ceTu. B cuny ocobeHHocTen
paboTbl NPOTOKOI0B MapLUpyTM3aumumM B ceTn MHTepHeT, obpaTHble MapLUPyThl HacTO He COBNAZatoT C
NPSAMbIMK, NPUYEM 3TO CNPaBenIMBO 4S5 BCEX MPOMEXYTOYHbIX Y3/10B B NyTuW. [ToaTomy, ICMP-oTBET
OT KaXK[0ro npoMexxyTo4HOro y3sa MoXxeT UATU CBOUM COBCTBEHHBIM MapLUPYTOM, 3aTepATbCA Un
NPUIATK C B6ONbLLON 3a4epPXKON, XOTS B peasibHOCTM C NakeTaMmn KOTopble aapecoBaHbl KOHEYHOMY
y3Jly 3TOro He NpPoucxoamT. Kpome TOro, Ha NpoMeXyTo4HbIX MapLlpyTU3aTopax 4acTo CTOUT
orpaHu4yeHune Yncna otsetos ICMP B eAMHULY BPEMEHM, YTO NPUBOAMUT K NMOABJIEHWNIO JIOXKHbIX
noTepsb.

Onpoc DNS
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MuHr Tpeic Onpoc Dns WHdopMaunsd o LoMeHe Lamn CeTeBble MHTEPDEACHI
Appec” Tun zanucu DMNS-cepeep
ya.ru A -

; <<>» DiG 9.14.7 «<»> yva.ru a

;7 glokal options: +cmd

i+ Got answer:

;; —»FHERDER<<- opcode: QUERY, status: NOERROR, id: 50747

;7 flags: gr rd ra; QUERY: 1, RANSWER: 1, AUTHCRITY: 2, ADDITICHAL: 5

i+ OFT PSEUDCSECTICHN:

; EDNS: wversion: 0, flags:; udp: 4096

; COOEIE: 9ca3f4bBdalcTd99c3acdefT75dbc20b08£2T625612a2c009f (good)
;; QUESTION SECTICN:

jva.rua. IN B

;; ANSWER SECTION:
YA.ru. 472 IN A £7.250.250.242

;; BUOTHCOEITY SECTICN:
Y. ru. 345472 IN NS n=2.yandex.RU.
Y. ru. 345472 IN NS n=sl.yandex.RU.

;¢ LDDITICMAL SECTIOCHN:

n=zl.YANDEX. ru. 345472 IN L 213.180.1493.1
n=2.YANDEX. ru. 345472 1IN ! 63.158.134.1
nsl.YANDEX.ru. 345472 IN LLRE 2a02:6kbB::1

n=2 . YANDEX. ru. 345472 IN LARR 2a02:6b8:0:1::1

;7 Query time: 0 msec

;i SERVER: 127.0.0.1#33(127.0.0.1)

;r WHEN: Fri Wowv 01 15:10:24 MSE 20149
;r MS5G SIZE rovd: 2249

Onpoc DNS (dig) - no3BonseT NocbliaTb pa3/inyHbIe 3anpockl K AHC-CepBepaM 1 onpeaensTb ownbku
B MX KOH(Urypaumu.

Mpn ncnonb3oBaHUy HeObXO0ANMO BBECTU AOMEH U BbIOpaTh TUM 3anNuUCK, TaK)Xe MOXXHO yKa3aTb
KOHKPEeTHbIN dns cepep 415 onpoca. bonee nogpobHO 0 TMMNax 3anncu CMOTPUTE B PyKOBOACTBE MO
ncnosib3oBaHuio moayns DNS.
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CeTeBble yTUAUTI

NHcdopMmauus o pomeHe

MuHr Tpeic

Anpec ya.ru

Onpoc Dns WMudopmauma o gomene Oamn

% IANA WHOIS server
% for more information on IANA, visit http://www.iana.org

% This guery returned 1 cbject

refer:

domain:

organisation:

address:
addre=szs:
addre=z=:

contact:
TLAIE :

organisation:

address:
addres=z:
address:
phone:
fax—no:
e-mail:

whois.tocinet.rua

EO

Coordination Center for TLD RU
& Marta street 1, bld 12
Moscow 127083

BEuz=sian Federation

administrative

.BU domain Bdministrative group
Coordination Center for TLD RO
£ Marta street 1, bld 12
Moscow 127083

Russian Federation

+7 485 730 28 71

+7 485 T30 29 &E
ru—adm@cctld.ru

CeTeBble MHTEPG

NHdopmauma o nomeHe (whois) - N03BOSIAET NONYHUTL UH(OPMaALIMIO O BNajesibLe AOMeHa Uiu
[VanasoHa ip-aapecos, a TakXXe CONyTCTBYIOLLYIO0 MHpOPMaLMIO (AaTa perncTpaunm, KOHTaKTHbIe
[laHHble, TUN AOMeHa, peructpaTop v T.4.) u3 6a3bl faHHbIXx WHOIS.

Oamn

Hamn (tcpdump) - oTobparkaeT 3aronoBKM MaKeTOB, MPOXOAALLMX Yepe3 BbIOPaHHbIN CETEBOM
nHTepdeinc. MNo3BonseT AnarHoCTUPoOBaTb NPObAEMbI CBA3aHHbIE C HACTPOMKON MEXCETEBOI0
3KpaHa, MapLlupyTmn3aumnen n paboTonm ceTeBbIX CEPBMCOB.
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n Mopt

dannbl

44086 > 192.168.88.31.81:
81 > 192.168.17.23.4408¢6:
81 > 192.168.17.23.44086:
81 > 192.168.17.23.44086:
44086 > 192.168.88.31.81:
8l > 192.168.17.23.44086:
81 > 192.168.17.23.44086:
44086 > 192.108.88.31.81:
81 > 192.168.17.23.44086:
81 > 192.168.17.23.44086:
81 > 192.168.17.23.44086:
44086 > 192.168.88.31.81:
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ack
seq
seq
seq
ack
seq
seq
ack
seq
seq
seq
ack

win 1441,
2’|6&2,T
: 208235,
: 209483,

win 1441,
:210731, ack 1,
:211974, ack
, win 144
21197 3227,
213227:214475,
214475:215723,
208235,

options [1

-

won

ack 1, win

ack 1, win
ack
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Win

-r

options [1

oy D
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wWin

 Wals

20357

Wilin

-r

options [1
1, win 1:

1, Win

-Ib)b)
_]lﬂl['ll‘{).'lm(_ﬂ

ack

[\_)h._l

ack
ack 1, win 1:

win 1441, options [1

Anda 3anycka yTunuTbel Heobxoanmo BblibpaTb CeTeBON UHTEP(ENC, Ha KOTOPOM ByeT BbINOJHATLCA

cbop AaHHbIX.

Ansa hunbTpaunm coobLleHnii BO3MOXHO BbiOpaTb NPOTOKOJI, YKa3aTb MOPT, a TakXXe BblibpaTb
HanpaBJieHNe CeTeBOro Tpaduka Ans ykasbiBaemoro IP-agpeca, «XocT» uau

«IcTOYHUK/Ha3HavYeHne»,

CeTeBble UHTEpdEunChI
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[MrHE Tpeic Onpoc Dns WMudopmayma o goMmeHe Damn CeTepble HHTEPDEACHI Tabnvua MapwpyTH3agum Tec

vmx(: flags=E943<UP, BROADCAST, RUNNING, FROMISC, SIMPLEX, MULTICAST> metric 0 mtu 1300
options=60039b<RXCSUM, TKCSUM, VLAN MTU, VLAN HWTAGGING, VLAN HWCSUM, T504, TSO6,RXCSUM_IPVE, TXCSUM IPVE>
ether 00:50:56:8e:40:c0
hwaddr 00:50:56:8e:40:c0
inet 192.168.17.134 netmask Oxff£ffff00 broadcast 192.16E8.17.235
ndé nption5:29{PERFORMNUD,IFDISABLED,hUTO_LINKLOCAL}
media: Ethernet autoselect

status: active
vmxl: flags=8843<UP, BROADCAST, RUNNING, SIMFLEX, MULTICAST> metric 0 mbtu 1500
options=60030b<RYCSUM, TXCSUM, VLAN MTU, VLAN HWTAGGING, VLAN_HWCSUM, TSO4, TSOE, RECSUM_IPVE, THCSUM IBVE:
ether 00:50:56:8e:4d:28
hwaddr 00:50:56:8e:4d:28
inet 192.168.170.134 netmask Oxffffff00 broadcast 192.168.170.2533
nd& nption5:29{PERFORMNUD,IFDISABLED,hUTO_LINKLOCAL}
media: Ethernet autoselect
status: active
vmxd: flags=8843«<UP, BROADCAST, RUNNING, SIMPLEX, MULTICAST> metric O mbtu 1500
aptinn5=60039b<RXCSUM,TXCSUM,VLAN_MTU,VLAN_HWTAEGING,VLAN_ﬂWCSUM,TSO&,TSDE,RXCSUM_IPVE,TXCSUM_IPVE>
ether 00:50:56:8e:83:£0
hwaddr 00:50:56:8e:95:£0
ndé& GptiﬂnszzngERFORHNUD,IFDISABLED,AUTO_LINKLOCAL}
media: Ethernet autoselect
status: active
lol: flags=8049<UF, LOOPBACK, RUNNING, MULTICAST> metric 0 mtu 16384
Dption5:6800ﬂ3<RXCSUH,TXCSUH,LINKSTBEE,RXCSUH_;PVG,TXCSUH_;PVE}
inet6 ::1 prefixlen 128
inete feB0::1%1lol prefixlen &4 scopeid O=4
inet 127.0.0.1 netmask Ox££000000
ndé& Gptiﬂn5:2l<PERFORMNUD,hUTO_LINKLOChL}
groups: lo
encl: flags=41«<UP, RUNNING> metric 0 mtu 1536
ndé options=29<PERFCRMNUD, IFDISABLED, RUTC LINELOCAL>
groups: enc
pflegl: flags=141<UP,RUNNING, FRCMISC> metric 0 mbtu 33160
groups: pflog
lol: flags=8049<UF, LOCFBACE, RUNNING, MULTICAST> metric 0 mbtu 1500
Gptinns:EBOOGG{LINKSTAEE,RXCSUM_IPVE,TXCSUM_IPVE}
inet 172.77.77.253 netmask Oxffffffff
inet 172.77.77.1 netmask Oxffffffff
ndé options=29<PERFCEMNUD, IFDISABLED, BUTC LINELOCAL>
groups: lo

YTunuta «CeTeBble UHTEPdEncol» NO3BONSET MNONYYNTb CBEIEHUSA O COCTOSHUM BCEX NHTepdencos
NKC. OHa BbIBOOUT pe3ynbTaT KoMaHAbl ifconfig, No3BoNss y3HaTb, Kakue ip-afpeca Ha3HayveHsbl
KaXK[0OMYy MHTepeNnCy, Kakme BUpTyasibHble MHTepMenCbl CO34aHbl, a TaKXXe NPOBEPUTb Hasnyne
CUrHana B NOAKJIOYEHHOM Kabene.

Tabnuua mapwpyTusauum
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MNunr Tpeiic Onpoc Dns WHdopmauma o gomeHe [amn CeTeBble HTepdeiics Tabnmua mapipyTusanmm

Routing tables

Internet:

Destination Gateway Flags Netif Expire

defaunlt 192.168.170.254 UGS vmx 1

127.0.0.1 link#4 UH 100

172.77.77.1 link#7 UH 1ol

172.77.77.253 link#7 UH 1ol

192.168.17.0/24 link#l u vmx 0

192.168.17.134 link#l UHS 1a0

182.188.170.0/24 link#2 u vmx 1

192.168.170.134 link#2 UHS 1a0

Internetb:

Destination Gateway Flags Netif Expire

1: /88 r:1 GRS 160

HEp ! link#4 UH 1ol

rE£££:0.0.0.0/96 HEN UGRS lad

fel0::/10 ::1 GRS 1a0
B0::%1o0/64 link#4 U 1a0

feB0::1%1a0 link#4 UHS 1a0

ff02::/16 ::1 UGRS 100

HdaHHasd YTUINTa BbIBOOUT TEKYLLYIO Ta6n|/|u,y MapLpyTmnsaunn NKC. C ee nomMoLLbIO Bbl MOXETE
YBUOETb BCE MapLWPYThbl, CO3JaHHbIE B CUCTEME.

TecT CKOpPOCTU KaHana

3Ta yTuAuTa No3BoNseT U3MepuTb NPOMyCKHYI CNOoCOBHOCTb KaHana. Ans nimepeHus Heobxoanmo
BblbpaTb cepBep M 3anyCcTuTb TeCT. BHuMaHme! He Bce cepBepa MOryT 6biTb AOCTYMHbI. Takxe He
BCe CepBepa MOryT MokKa3aTb MOAJIMHHYIO CKOPOCTb Ballero KaHasla u3-3a yaajeHHOCTW, KONnM4ecTea
MPOMEXYTOYHbIX Y3JI0B U UX HarPyXeHHOCTb.

CKaHupoBaHue ceTu
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MwHr Tpeiic Onpoc Dns WHdopmaums o pomere Damn CeTeBble UHTepdeichl Tabnuua MapLupyTHU3aLmK TecT cKOpOCTM KaHana CKaHMpOBaHHWe CeTH
DeficTene Appec” Mopt
CHaHHpOoBaHHE NOpTOR - 192.148.17.134

Starting Nmap 7.70 ( https://nmap.org ) at 2019-11-01 15:15 MSK
Initiating System DNS resclution of 1 hast. at 15:153

Completed System DNS resclution of 1 host. at 15:15, 0.03s elapsed
Initiating SYN Stealth Scan at 15:15

Scanning 1082.168.17.134 [100 ports]

Discovered open port 22/tcp on 182.168.17.134

Discovered open port 53/tcp on 182.168.17.134

Discovered open port 3128/tcp on 192.168.17.134

Discovered open port Bl/tcp on 192.16B.17.134

Increasing send delay for 192.168.17.134 from 0 to 5 due to 11 out of 20 dropped probes since last increase.
Discovered open port 389/tcp on 192.168.17.134

Completed SYN Stealth Scan at 15:15, 14.73s elapsed (100 total ports)
Nmap scan report for 192.168.17.134

Host is up (0.000045s latency).

Not shown: 95 filtered ports

ECRT STATE SERVICE

22/tcp  open  ssh

53/tcp  open domain

81/tcp open hostsZ-ns

389/tcp open ldap

3128/tcp open sguid-http

Read data files from: /usr/local/share/nmap

Nmap done: 1 IP address (1 host up) scanned in 14.88 seconds
Raw packets sent: 493 (21.780EB) | Rewd: 555 (24.420EB)

C NoMOLLbI0 CKAHMPOBAHWS CETU Bbl MOXETE TECTUPOBaThL 6€30MaCcHOCTb JIOKAJIbHOMN CeTy
npeanpuaTus. OHa NO3BONSET NPOBEPUTL AOCTYMHOCTb JIOKa/bHbLIX MALLUH, @ TaKXe onpeae/inThb
OTKPbITblE B CETU MOPThI. KpOMe TOro, yKas3aB B KayecTBe uccienyemMoro xocta cam MKC, Bbl MoXeTe
AOMNOJIHATEIbHO NPOBEPUTL 6E30MaCHOCTL CUCTEMbI Ha MPeaMeT AOCTYMHbLIX NOPTOB.

CKaHMpoBaHMe ceTn MOXET paboTaTb B TPEX peXxumax:

Pexxum Dencreua

WKC npoBepsieT, B ceTK N BbiIbpaHHbIE MalLHbI. B KayecTBe aprymeHTa
MOXKET ObITb YKa3aH KakK OTHesIbHbIA XOCT, Tak U nNoaceTb. B nocnegHem
cny4vae NKC npoBepuT JOCTYMHOCTH BCErO yKa3aHHOM0 AManasoHa
nepebopom.

[ocTynHOCTb agpecos

NKC npoBepseT, Kakne NopTbl OTKPbITEI 418 AOCTYMNa Ha YKa3aHHOM XOCTe

CkaHupoBaHMe nopToB y
WM BCEX MalUMHaX yKa3aHHOW NoaceT

NKC npoBepsieT Bepcuio cNy»x0bl KaXKA0ro OTKPLITOro NopTa Ha YKa3aHHOM

NHdopmaums o sepcumn o
X0CTe WM BCex MallMHAX yKa3aHHOW noaceTun
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