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NleTekTOop aTak Suricata

Moaynb «[leTeKTop aTak» pacrnosioXeH B MeHto «3awmTa». [JaHHbIN MOAYb NpeaHa3HavYeH Ans
3anyckKa, HaCTPOMKM 1 KOHUrypupoBaHua ucrnosibzyemoro B «MKC» open source IPS/IDS cuctemsl -
Suricata. [laHHaa cuctema bbina paspaboTtaHa Open Information Security Foundation B 2009 roay.
Intrusion Prevention System (IPS, cuctema npefoTBpaLLeHNa BTOPXXEHNI) — 3TO CMCTEMa CETEBOW
6e3onacHoCcTK, 06HapyXMnBatoLWas BTOPXKEHUSA WK HapyLlieHns 6e3onacHocTn. IPS oTcnexunBaeT
CceTeBoOW TpamK B peasnbHOM BPEMEHUN U NMPUMEHSAET pa3/inyHble Mepbl - Cbpoc coeanHeHus,
NOrMpOBaHME BbIABJIEHHBIX CUFHATYP UK NponyckKaeT ero. Takxe IPS MoxeT BbINONHATb
fedparMeHTauunio NakeTos, nepeynopagodmeaHme naketos TCP ona 3aWwuTbl OT NAKETOB C
n3MeHeHHbiMn SEQ n ACK Homepamu. Cuctema Suricata noggepxmnBaeT MHOr0o3afa4yHoOCTb, KAk
cnencteue obnafaeT BbICOKOW NPOU3BOAUTENIBHOCTBLIO, NO3BONSAOWan obpabaTbiBaTh TpauK A0
10Gbit Ha 0bbIYHOM 060pPYyAO0BaAHUN, N MHOTOE APYrOe, B TOM YMC/e MoJHaa noaaep)xka opmaTta
npaswua Snort.

Mpy OTKPbLITMM MOAYNSA B OCHOBHOM OKHe 0TODpa3aTcs BKIaAKu «[eTekTop aTak Suricata»,
«HacTponkun», «lMpasuna», «<HacTponkn 06HOBNEHNI» N «)KypHan», NpX 3TOM BKNaAKa «[leTekTop
aTak Suricata» byneT akTuBHa.

[leTekTOp aTak

[

Bknapgka «JletreKkTop atak Suricata». Ha paHHon BKnagke oTobpa)kaeTcsa coCTosiHUE CNyX0bl
«[leTeKTop aTak Suricata» C BO3MOXHOCTbIO «BbIKNOUNTL» (MK «BKAOUYNTL» ecnn cnyxba
BbIKJIIOYEHA), @ TaKXXe nocnegHne cobbiTUs XXypHana 3a TEKYLLYIO AaTy.

HacTpounku

{{:ics-suricata50-1.png} }{{ :suricatal.png?nolink&701x498 } }Bknagka «HacTpouKku». [laHHas
BKJIaZlKa NpefHa3HayYeHa A/19 HaCTPonKK paboTbl AeTeKkTopa aTak. [/19 KOPPEKTHOr0 NpUMeHeH s
6a3bl CUrHATYp MOAyNs, He06X0AMMO yKa3aTb PacnosioKeHne 06bLEKTOB (CeTeln, CEPBEPOB 1 MOPTOB),
noABep>XeHHbIX MPoBepKe. 34eCb MOXKHO YKa3aTb BHYTPEHHME U BHELWHWE CeTu, Anana3oHsbl
afpecoB pa3/INYHbIX CEPBEPOB, @ TaKXe UCMOo/Ib3yeMble NopThl. BceM 3TUM nepemMeHHbIM NPUCBOEHbI
3Ha4YeHWsa No YMOYaHUIO, C KOTOPbIMY AeTEKTOP aTak MOXXET KOPPEKTHO 3anycTuTbes. Ona
N3MEHEHNS KOH(UIypauum no yMonyaHuto HeobxoammMo OTKPbITh BbiNagatoLnii CINCOK B
COOTBETCTBYIOLLEN A4eKN 1 BbiIOpaTb HEOOX0ANMbIe 3HAYeHNS U3 U3BeCTHbIX «MKC» nopToB nnun
[Anana3oHa aapecos, 3aAaHHbiX Monb3oBaTenem «MKC». JInbo B COOTBETCTBYIOLLEN AHENKN B PYUHYIO
yKa3aTb Heobxogumoe 3HayveHne. s a4eek «ceTn» n «cepeepa» AONYyCTUMbIMA SBAAIOTCS
cnenyowme 3HavyeHns: gomeHHoe ums (host.ru); ip-agpec (192.168.1.1); ip-aapec/npedukc
(192.168.1.1/24); ip-afpec:Macka (192.168.1.1:255.255.255.0); ananasoH ip-agpecos (192.168.1.1 -
192.168.1.254); nonb3oBaTesib; rpynna; okanbHas, BHyTpeHHss, VPN, OpenVPN, WiFi ceTu; u
apyrune obbekTbl, KOTOPbIMK onepupyeT «MKC».
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INa g4eek «nopTbl» AOMNYCTUMbIMU ABASIOTCA Cnefytowme 3HavyeHmsa: Homep nopta (25, 110),
Avana3oH noptos (1000-2000), o6bekTbl NOpT 3aBefeHHble Ha «VIKC». Ona a4yenkn «SHELLCODE-
NopThI» TaKXe A0MNYyCTUMO UCKJII0YeHMe NopToB, Hanpumep, !80. Mo ymMon4aHUIo, aHannM3npyeTcs
TpadhmK Ha BHEWHUX NHTepdencax. Ona aHanm3a Tpaduka IoKasibHOM ceTu Heobxoaumo gobaBuThb B

none «BHewHne ceTu» 06BbEKT «JIoKaNIbHbIE CETU».
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B naHHOW BKnanke oTobparkatoTCs BO3MOXHble 6a3bl MOAyns feTekTopa aTak. CylwecTByeT Tpu
6a3bl NpaBmn: NpaBuaa ¢ canlTa snort.org, MPEKOMNMANPOBAHHbIE NpaBuna ¢ canTa snort.org u
npaBuia Emerging Threats. Kaxxaas 6a3a cogepxunTt B cebe Habop CKavymBaeMbix (PainfioB, B KaXK40M
thanne conepxutcs Habop npaBua, 06BbEANHEHHbIX NO Lenn 3awmnTbl. 4ns paboTel Habopa npasun u3
6a3bl, Heobxoammo 4Tobbl faHHas H6a3a bblna ckavyeHa (CM. ornmcaHue BKJIaAKM «HacTporKa
obHoBNIeHU»), ecniv Ba3a He CKaYeHa, TO HaNPOTMB KaXAoro anna byneTt HaanNUCh «He
3arpy>xeHo». Ecnv 6a3a bblna 3arpyxxeHa, To BO3MOXHO BbibpaTb NpUMeHeHne Bceln H6asbl Lennkom,
0TMeTMB (PNaxKoK B cTonbue «npuMeHnTb». ECnn HeobxoamMmMo NpUMeHNTL onpeaenieHHbIA hann nam
HaobopoT He NPUMEHATb ero, To He06X0AMMO OTMETUTb (hJIAXXKOM B CTONBLIE «MPUMEHUTb»
COOTBETCTBYOLMIA (hali. HanpoTus Kaxxaoro gaiia nokasaHo Kakoe KoJM4ecTBO Npasu TOT
conepXuT. B npaBom BepxHeM yriy pacnonaraeTcs NOUCK No Ha3BaHWUIO MK MO KONMYECTBY NpaBu
B thannie. 1ns npocMoTpa nNpasus 1 Bbibopa AenCTBUSA HEOOX0ANMO KJIMKHYTb N0 MMeHU (anna,
OyLeT OTKPbITO HOBOE OKHO € Tabnuuen. Tabnvua umeet cnepyowme nons: id npasuna - Homep
npaBuia; NPUOPUTET - 3HAYEHME Yrpo3bl; NPefynpexaeHne - onucaHne NPon3BoANMON aTaky;
KNnacCcMuKaLma - K KaKOMy KJ1lacCy OTHOCUTCA aTaka; AenCcTBre - onpeaenseT, 4To Heobxoanmo
caenaTb npu obHapy>xeHUy faHHoW aTtakuy (alert - 3anuweT B COBCTBEHHBIN JIor 0bHapyxeHue n
NponycTuT, drop - YHUYTOXUT nakeT, allow - nponycTuT, reject - yHUYTOXUT NAaKeT 1 YBELOMUT
OTMNPaBMTENS O LAaHHOM COBbITUI); BKAOYEHNE/BBIKIOYEHNE COOTBETCTBYIOLLEro Npasuna.

HacTpoukun oOHOoBNEHUHN
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OeTexTop atak HacTpoiikw MNpaswna HacTpoWku oDHOENEHWA CUN=TPE AypHan
Kog ana Oinkmaster: | (He ucnonezyeTcA)
MNMognucumk Ha obHOBNEHWA Npasun
sSnort.org

YcTaHaenweaTte npaesuna Emerging
Threats
EenHeBEHD NpoEepATE 0OHOBNEHWA
npaeun

[Mpaewna o0HoBneHsl 0508 2017 1918

CyLLecTByeT 2 KOMMaHNK, KOTOPbIE aKTUBHO 3aHUMAlOTCA pa3paboTKom NpaBua oas CUCTEM
npenoTBpaLleHns BTop)xeHui - Sourcefire n Emerging Threats. 1ns Toro 4tobbl CkavyaTb 6a3bl
«[MpaBunna ¢ canta snort.org» n «MpekoMNUANPOBaHHbIE NpaBuia ¢ canTa snort.org», HeobxoauMmo:

e 3aperncTpmpoBaThbCs Ha canTe Snort.org (Npy HEOBXO0ANMOCTM CTaTb NOAMNUCYNKOM Ha
obHoBNEHNS NpaBu),

Mony4ntb Oinkcode ans ckavymBaHWs NpaBui, HAXOOAUTCS B INYHOM KabnMHeETe Ha cante
snort.org,

BeecTtn kKoa B none «Kog ona Oinkmaster»,

OTMEeTUTb CNeayoLWNiA 3a 3TUM NoJieM (h1aXKOoK B TOM CJly4ae, eCau Bbl AENCTBUTENIbHO CTann
noanNMCYNKOM Ha 0bHOBIEHNS NMpaBu,

CoxpaHunTb.

MpaBuia MOXKHO CKayaTb MPK YCNOBUW HANMYMA OLHOMO AnWb Koaa. ObpaTuTe BHUMaHUE Ha
OT/IYMe NpaB NoANNCHNKA OT 0BbIYHOIr0 3aperncTPUPOBaAHHOIo Nob3oBaTens. Mocne yaaqyHoro
CKa4YMBaHWS NMpasua OT AaHHOr0 pa3paboTyunka, oHM ByayT oTobpaxkaTbCa BO BKIagke «[paBuna»
6e3 nomeTKM (He 3arpy»xeHo).

Ana Toro 4Tobbl ckavaTb 6a3y «lpasuna Emerging Threats» [OCTaTOYHO NOCTaBUTb (hJ1aXKOK
«YcTaHaBnuBaTb npasuia Emerging Threats» n coxpaHuTb nusmMeHeHus. EWweé ognH napameTp,
KOTOPbIA BO3MOXXHO HAaCTPOUTb B JAHHON BKIAAKe - 3TO BO3MOXXHOCTb €XeJHEBHO NpoBepsaThb
obHOBNEeHUs NpaBul, KoTopble BblIn 3arpyxeHbl. 10 yMon4aHuio, hNakoK yCTaHOBEH, NPY
HeobxoAMMOCTN ero MOXKHO U3MeHUTb. locse Toro, kak BCé HaCTPOEHO, MOXXHO HaXKMMaTb KHOMKY
«OBHOBUTbL cernyac».

XypHan

OTobparkaeT CBOLKY BCEX CUCTEMHbIX COOOLLEHMI MOAY A C yKa3aHWeM faTbl Y BpeMeHU. XKypHan
pa3feneH Ha CTpaHuLbl, KHONKaMun «Bnepea» N «Ha3aL» BO3MOXHO MepexoinTb CO CTPaHULbl Ha
CTpaHuuy, nmbo BBeCcTn HoMep TpebyeMon CTpaHuLbl. 3aMnUCK B XXYpHasie BblAeNal0TCS LBETOM B
3aBMCMMOCTHY OT BMAa coobLieHuns. ObblYHble COOBLLEHNS CUCTEMbI OTMEeYeHbl HenbiM LBeToM,
CO06LLEHMSA 0 COCTOSHWUM CUCTEMBI (BKJIKOYEHME/BbIKNIOYEHE, NOAKIIIYEHME NOJib30BaTeNs) -
3eJieHbIM, NpefynpexXaeHns - XeNTblM, OWNOKK - KpacHbIM. B NnpaBoM BepxHeEM yriy MOAyNs
HaxX0AMTCA CTPOKa MOUCKa. A TakXe BO3MOXHOCTb Bbibopa neprofa oTobpa)keHus xypHana
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cobbITUiA. Mo yMonyaHmMio XXypHan oTobpaxkaeT cobbiTusa 3a TekyLyto AaTy. MNpn HeobxoanMoCTH
MOXXHO COXPaHUTb AaHHble XXYpHana B halsl, HaXkaB KHOMKY «9KCNOPT» UM YAaNNTb faHHbIe
XKYpHana, 3a onpeaenieHHbIN Nepnoa, HaXkaB KHOMKY «YLannuTb JIOrus.
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