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VPN

Moaynb «VPN» pacnonoxeH B MeHio «CeTb». [lJaHHbIN MOAY/Ib NpeAHa3Ha4YeH A1 KOHTPOJIA
nosib3oBaTesnien, nogkaoyatowmxca no texHonorum VPN k UKC. Moaynb «VPN» nmeeT wecTb
BKNagok: «VPN-cepsep», «HacTponkun», «fonb3oBatenn», «TekyLme ceaHcbl», «CobbITna»,
«KypHan».

CraptoBas cTpaHuua moaynsa (VPN-cepsep)

2 JMWHUCTpaTop

VPN-cepeep HacTporku [Nonb3oBatenu TekyLume CeaHcsl CobrITha HypHan
Cnywba PPP-coeguHenni 3aMyLLEeH OperVPN 3aMYLLEH
MpenocTaenaeT YoansHHbIR J0CTYN W OTee4aeT 32 paboty OpenVPN-
obecnequsasT nogrnodeHne PPP-nposaingpos COEMMHEHMHA
BriknouuTe BriknioumnTe
~a
=

HypHan e
[L2TP-2] LCP: Close event
[L2TP-2] LCP: state change Stopped --= Closed
[L2TP-2] LCP: Down event
[L2TP-2] LCP: state change Closed --= Initial
Bknagka «VPN-cepBep». Ha naHHON BKNagke otobpaxkaeTcs cocTtosHue cnyxb «Cnyxxba PPP-

coegmHeHnn» n «OpenVPN» C BOSMOXXHOCTbIO «BbIKOYNTL» (M «BKNOYNTE» ecnun cnyxba
BbIKJIIOYEHA), @ TaKXXe nocnefgHne coobLieHmnsa B XXypHane 3a TEKYLLNA OeHb.

HacTpounku
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VPN-cepsep Hactpo#kmu Nonw3oeaTtenm Texywme ceancel CobbiTus ypuan
PB3DELU3T:~ oOHOBpEMEHHBIE NOOKAKMEHWA NOO, AETSD-BSEBT: OOMEHHBI MOML30BATENEN HEDES
oOHHM NONb3I0BaATENEM Kerberos

| ARTOMaTHYSCKM CO303BaThL pa3pellatoLlee | ABTOMAaTHYECKM CO303BATL paspellalollee
Npaguno npasuno OpenVPN
& Ioctyn k VPN-cepsepy & JNocryn k OpenVPN-ceTam

@ [Nocryn k L2TP-cepaepy

Bpema o#MOaHMA CECCHM Bpems ommaaHua oteeta ot RADIUS®
60 CEH. 3 CEH.

Bknagka «HacTponkn» no3sonsdeT 3afaTb Clefyolme HaCTPONKN:

e Onar «pa3pewaTb OA4HOBPEMEHHbIe NOAKIOYEHNA NOA OAHMUM MOJib30BaTeemM»

e ®nar «aBTOMaTUYECKN CO34aBaTh pa3peLlatoLliee npasuio» onaa noctyna K VPN-cepsepy 13
BHELLHEN ceTn

e ®Onar «aBTOMaTUYeCKN CO34aBaTh pa3peLlatoLiee npasno oas IPsec» paspewwatoLlee IPsec-
wugposaHue ona VPN-noaknto4eHnin

e [losie «BpeMs OXXNAaHNA ceccun» No3BONAEeT ONnpefesinTb BpeMs pa3pbiBa CECCUM B Clly4ae
HeaKTUBHOCTW MnoJib30BaTens. [laHHOe rnoJie No3BoasAeT onpefesinTb BPeEMS B CeKyHAaX,
3Ha4yeHne No yMmoa4aHuio - 60 cekyHp.

Insa bnaroB aBTOMaTUYECKOro CO3AaHNSA NPaBu NPUBOAATCA MMNEPCCLIIKM Ha COOTBETCTBYOLWME
npaBuia Bo BKNagke «CeTb» —» «Me)XceTeBow 3KpaH» - «lpaBuna»

& ApMuHmcTpaTop
VPN-cepaep HacT ok MNansiosaTens Tesyume ceancel Coburmas Hypman
FaspewaTe OOHOEDEMEHHEIE MOQRNKIMEHHA NG OOHAM NONEI0EATENEM
W ABTOMATHMECHH COIGABITE PAFPELLAKILES W AaT JHEL T
NRAR0 10:k
& Docryn k VPM-cepeepy iU Pazpewawee npasuno anA IPsec-
& ODocryn v VPN-cepespy wsdposann WVPN-nogensosesi

U Pazpewawes npasng 4nA IPsec- gaHHLx
WPN-nogrnseHui

Bpesa oaMAIHWAA CECTHM .

o

&0 CEH.

L

Monb3oBaTenu

Bknagka «lonb3oBaTenu» oTobpaxaeT cnucok nonb3osatenen MIKC n no3sonseT onpeaenntb, KOMy
pa3peweHbl VPN-gocTtyn n OpenVPN-gocTyn. Mo ymonyaHuio paspeLuatrowime grarv CHATbI 418 BCceX
nosb3oBaTenen, KOTopbIM NPUCBOEHbI aapeca 13 VPN-ceTu. PaspelumnTb/3anpeTuTb NoJsib30BaTeNto
LOCTYMN, MOXHO YCTaHOBMB/CHSAB COOTBETCTBYIOLWMIA hnar.
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VPN-cepeep HacTtpoiikn Mone3oeatenu TeKyLLme CeaHcol CobbiTua HypHan
Mma JNorun = Ip-aapeca w3 Vpn-ceTeil Vpn-gocTtyn OpenVPN-gocTyn
= I8 KopHesan rpynna - - A
= MKC -
m CepeepHan -
| Manarepel -
= Il Cloud -
& archer archer 192 168.17.92 v @) Cynep anx [10.8.0.0/24)
2 bender bender

& AppsHBCTpETOR
WPM-cepaep HacTpofnm Momsaosarend Teryuyme Ceancsl Cobfwmes Hiypwan
m YA B arET = P s THRORI TR
Hua = Mcswn Ip-anpesca wa Vpo-ceren Wpn-ascTyn DperVPM-aocTyn
B g¢ Hopwesaa rpynina = = L
@ gt Cloudx
B g MK - -
& HypetV ICS
& morty
& Agrem Kpacaman diarkoermscn had 1 Cyoiesh B
& Becemme oo v ¥ [ Cynep snw

B naHHOM BKNagKe MOXXHO A06aBUTb HOBOIO MOJIb30BaTENS, aHANOMMYHO TOMY, KaK 3TO AenaeTcs BO
BKNagke «[lonb3oBaTenn n ctaTucTuka» — "lMonb3oBatenn”.

Mpwu BbIbOpE oNpeneneHHOro NoJib30BaTeNs akTUBUPYIOTCSA KHOMKK yNpaBfieHMs, No3BoAsOLWMNE
YOANNTb, BbIKJIOYUTL U pefakTUpoBaTh CBOMCTBA BbIOPaHHOr0 Nonb3oBaTens. x oencreuns
aHasIorMYyHbl COOTBETCTBYIOLMM KHOMKaMM BO BKJ1afKe «[10sib30BaTeNN U CTaTUCTUKA» -
"Monb3oBaTenn".

Ona npepoctasneHns goctyna K OpenVPN-ceT Heobxo4MMo HanpoTMB COOTBETCTBYIOLLErO
Monb3oBaTens ycTaHoBUTb (hnar B ctonbue «OpenVPN-gocTyn», npu 3ToM ByaeT OTKPbITO HOBOE
ANanoroBoe OKHO, B KOTOPOM HeobxoamMo BeibpaTh cooTBeTCTBYOWY0 OpenVPN-ceTb. Mocne
npon3BefeHHbIX MaHUNY ALK, Yy COOTBETCTBYIOLWero Monb3oBaTens B UHAMBUAYAJIbHOM MOAYJie BO
BKN1afKke «OpenVPN», CTaHyT LOCTYMNHbI LONOJHATESNIbHbIE HACTPONKK coeauHeHns B OpenVPN-ceTw.
Mo Mumo 3Toro «MKC» co3pacT aBTOMaTUYECKN KOHEYHbIN CePTUdUKAT A5 COOTBETCTBYIOLWErO
Monb3oBaTens, C UMeHeM <uMs ceTu>_<um4d MNonb3oBaTens>. CTouT 0TMETUTb, 4TO ecn byaeT
n3mMeHeH noruH MNMonb3oBatens nobasneHHoro B OpenVPN-ceTb, TO 3TO MOXKET NPUBECTU K
HapyLweHunto paboTbl «MKCs».

Ba>xHo, ecnu Monb3oBaTtenb UMeeT KUPUIJIMYECKUMU JIOTUH, TO AJIS HEro He BO3MOXKHO
co3paTb cepTudMKaT, a 3HA4YUT OH He bBypeT nogknioyeH K OpenVPN-ceTu.
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Tekyuwiue ceaHcChl

B BKnagke <<TEKyLLI,I/Ie CE€aHCbI» MOXXHO NMPOCMOTPETb KTO U3 nofib3oBaTenNen B HacTosLLee BpeMsA
NoAoKNAK4YeH, YBUOETb BpeMAa NOAKAIYEHNA, a TaKXe MNpn HeobxoaAMMOCTN OTKIOYNTb NONb30BATENS.

B cnncke moxHo BuaeTsb IP-agpeca VPN-coegmnHeHuin, Tun VPN-coegMHEHNS U UMSA NONb30BaTENS,
ONa KOTOPOro 3TO CoefMHeHNe Co34aHo.

WVPN-cepsep HacTpoiiku Mone3oBaTenu TeKkywme CeaHchl CobbITua HypHan

Q

10.8.0.2
! OpenVPN-nogrnioqerue & dipper

10.8.0.3
! OperVPN-nogrnioqeHue & Becegun

10.8.0.5
! OpenVPN-nooknioqerue & Xopowwit nonssoeatens

& AppsHRCTRATOR

VPN-cepaep HacTpoiism Nonvaosareny Tesyuwpe Ceanos Colfieimes Hiypman

4]

10.8.0.3

10802
WFN

5]

Mpwu BbiGOpe Nosb3oBaTeNs oTobpaxaTcs:

e Bpemsi nogkoyeHmns - Bpems Koraa bbiao yCTaHOBJIEHO AaHHOE COeaMHEHNE
e [INNTENbHOCTb MNOAKOYEHNS

IP-anpec n cnocob ero Bblaayn

IP-appec 1 NopT O0TKyZa OCYLECTBASETCSA COeANHEHNE

KHonka «[pepBaTb COeAUHEHME» AN OTK/IIOYEHMS NONb30BaTENS
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2 ApMUHWCTpaTop

VPN-cepeep HacTpoiku Mone3oeaTenu Texyume ceaHcel CobbiTua HypHan

x
Q

10803
OpenVPN-nogrneosenve B dipper

Bpema nogrnisedua: 28.05.201%9 15:46
OnumensHocTe Nogrdedda: 2 oHa 22 vaca 47 muHyT 1 cerynga
Ip-agpec: 10.8.0.3 (esi0aH AHHAMHYECKHH)
YoanenHsid agpec: 92.1.43.53:4067

MNpepeate coeguHenme
10.8.0.2
t OpenVPN-nogrmouenne B Becegum

CoObiTHuA

Bo Bkniagke «CobbiTus» oTobpaxkaetcs xypHan cobbiTns VPN-coeanHeHnn. Bo BKIaLKe MOXHO
BblIOpaTb Nepuop 3a KoTopbin ByayT oTobparkaTbCs cobbITHA, TUMN COOLITUN (CUCTEMHBIE COODLLEHNS,
coobLLeHnsa CepBNCOB, OWNOKN, OCTasbHble CO0bLLEHMS).

VPN-cepeep HacTpoiku MonssceaTenu TeKylMe CeaHcel CobbiTHa HypHan
06.11.2019-06.11.2019 | CerogHa Hepens Mecsay, Ipyroi nepuog - =
YOoanuTs noru Bce coobuienma - Q
J
Monb3osaTens Xopowa nesovdxa Goun noggnioded K VPN-ceTw no npotokony L2TP ¢ anpeca 37.145.167.157, Bbigan appec &
192.168.17.94

Monez0saTens Xopowas geecoqka Oewn oTkoMed oT VPN-ceTu ¢ agpeca 37.145.167.157

KHOMKa «9KCNopT» N03BOJIIET CKavaTb AaHHbIe XypHana cobbiTui ¢ Buae danna txt.

XypHan cobbiTnin npeactasnseT cobon Tabnamuy, COCTOALLYIO N3 ABYX CTONOLOB: «Bpems» - Bpems
HacTynneHns cobbiTns «CoobLieHne» - onucaHne coobLieHuns
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B AnMuHHCTpaTOp

VPMN-cepeep HacTpofrm MNons3osaTenH TEHYLLME CERaHChI CobbiTHA HypHan
31052019 - 31.052019 | Cerogsa Henena Mecay, Lpyrod nepuog - =
Bpemn CooBuweHue
31052019091, MNonsaosatens XopowwA Mans4uk Gsin nogsnioves K VPMN-ceTH no npotoxony PFTP ¢ agpeca 16.1.35.6, esinan agpec
192.168.1.10
XypHan
WPN-cepeep HacTpomrku MNonbsceaTenu TeKywMe CeaHchl CobbITHAa HypHan

06112019 - 06112019 CerogHa Henena Mecau Npyrod nepwog - =

X Swcnopr YoanuTe noru Q

[PPTP-2] Accepting PPTP connection 2
[PPTP-2] Link: OPEN event
[PPTP-2] LCP: Open event
[PPTP-2] LCP: state change Initial > Starting
B 3aknafke «XXypHan» Haxo4UTCS CBOLKA BCeX CUCTEMHbIX coobeHnin oT VPN-cepsepa. XKypHan

pa3aeneH Ha CTpaHWUbl, KHOMKaMW «Brepeg» n «Hasan» oCyLleCTBAAETCA nepexon Cco CTpaHULUbI Ha
CTpaHuuy, BBOO HOMEpPa CTpaHWLbl B 1noJie Mo3BOJIAET NEPEKIIYNTLCA CPa3y Ha HEe.

3anuncK B XXypHase BblAeNaTCA LBETOM B 3aBUCUMOCTM OT Buaa coobueHns. ObblyHble coobLieHmns
CUCTEMbI OTMeYeHbl 6enbiM LBETOM, OLUNOKM - KPACHBIM.

B npaBoOM BepXHeEM yryly MOAyNA HaX0AMTCSA CTPOKa Noncka. C ee MOMOLLbI0 MOXXHO NCKaTb B
XKYpHane HyXHble 3anuncu.

XypHan Bcerga otobparkaeT cobbiTus 3a TekyLwyto gaTy. YTobbl NnocMoTpeTb CObLITMA B Apyron
LleHb, HY>XXHO BblOpaTb AaTy, UCNOMb3Ys KaJleHAapb B IEBOM BEPXHEM YIy MOAYNA.
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B ApMHHUCTpaTOD

WPN-cepsep Hactpoinm MonbsoBaTenu TeryLUMe CeaHchl Cobbitua HypHan
31052019 - 31.05.2019  Ceropns Hegens Mecay Ipyrodl nepuog - =
YaanTh nor a
00:02:14 [PPTP-2] Accepting PPTP connection Lad
00:02:14 [PPTP-2] Link: OPEN event
00:02:14 [PPTP-2] LCP: Open event
00:02:14 [PPTP-2] LCF: state change Initial --> Starting
00:02:14 [PPTP-2] LCF: LayerStart
000214 [PFTP-2] PPTF: attaching to peer’s outgoing call
000214 [PPTP-2] Link: UP event
0002:14 [PPTP-2] LCP: Up event
00:02:14 [PPTP-2] LCP: state change Starting --> Reg-Sent
0002:14 [PPTP-2] LCP: SendConfigheq #1
00:02:14 [PPTP-2] ACFCOMP
0002:14 [PPTP-2] PROTOCOMP
0002:14 [PPTP-2] MRU 1500
00:02:14 [PPTP-2] MAGICNUM Owefc45 710
00:02:14 [PPTP-2] AUTHPROTO CHAP MSOFTW2
00:02:14 [PPTP-2] MP MRRU 2048
0002:14 [PPTP-2] MP SHORTSEQ
00:02:14 [PPTP-2] ENDPOINTDISC [IP Address] ac 4d 4d fd
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