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YTunuta asTopusauum Xauth

YTunuta asTopm3saumm Xauth (ganee «knneHT Xauth») npefHa3HaveHa 4519 aBTOpM3aL MM
nonb3osatenen Ha KC. CkavyaTb YTUINTY MOXXHO KJIMKHYB M0 CCblJIKe «[1porpaMMa aBTopu3aLmm»
Ha CTpaHuue Bxofa B Beb-uHTepdenc NKC.

Bxop, B Beb-uHTEpdEMC

MHTEPHET

Wauth Captive porta Beb-nouta ¥phone

Mocne cKaymBaHUs KAMEHT Xauth MOXHO 3anyckaTb. YCTAHOBKM yTUNIUTa He TpebyeT 1
NOCTaBNIAETCS HEMOCPEACTBEHHO B BUAE UCNONHAEMOro daina. Mocne 3anycka npu 3arpyske Ha
KOpPOTKoe BpeMs nossuTcs norotun MKC, nocsie 3Toro nporpamMmma npoo/knT paboTy B
MWHUMU3POBAHHOM BUJIE B TPee.
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MNopkniouyeHue K cepBepy aBTOpU3aLLum

019 NOAKNOYEHNA K CepBepY aBTOpM3aumMm KAnMeHT Xauth no ymon4aHuio nonbiTaeTcs UCNoJib30BaTb
MapLipyT A0 LWJ3a No yMon4yaHui. U3MeHUTb agpec cepBepa aBTopu3aumm MOXXHO KJNKHYB NpaBom
KHOMKOW MbILLIW N0 MKOHKE KnneHTa Xauth n BbibpaB MeHI0 HacTponkuy (settings) n3ameHnTb agpec B
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CTPOKe BBOAA Ha He0BX0AMMBIN. 3aTeM HEOOXOANMMO NEepPenoAKMOYNTLCSA K HOBOMY CEPBEPY HaXKaB «
OTkNto4YnThCA» (Disconnect) n «MNogknountbcsa» (Connect) B TOM XKe MeH!to.

Disconnect fflf, Settings

Status
ICS server address: | 192,168.17. 134 |

i

Chuit

OGHoBneHue knueHTa Xauth

Mpy NOAKNOYEHUN K CEPBEPY KAMEHT Xauth npoBepuT Hannyne obHoBNeHNI ons cebs. Ecnm
TaKOBbIX He 0OHAPYXXUTCA, TO NPOrpamMMa NPOAO/HKUT paboTy. B NPOTMBHOM CllyYae aBTOMATUYECKM
3anyCTUTCS NPOLLECC 3arpy3Ku HoBoW Bepcun. OBLIYHO 3TOT MPOLIECC HE 3aHUMAET MHOI0 BPEMEHM U
3aBUCUT OT CKOPOCTW MOJKJIIOYEHUS K CepBepy. Bo BpeMs npoLiecca cKadyvBaHus NosBASETCS N0/0Ca
nporpecca, KoTopas 0Tobpa)kaeTcs TEKYLLMIA MPOLEHT 3arpyXXeHHbIX AaHHbIX.

@, Dialeg

Downloading new version

Mocne 3arpy3ku NPorpaMmMa aBTOMaTUYECKU 3aBEPLINTCS, OCYLLECTBMT 0BHOBMIEHNE 1 CHOBA
BK/Ilo4YMTCA. CneayeT 06paTuTb BHUMaHWE, YTO BHOBb 3anyLleHHas nporpamma 6yneT ucnonb3oBaThb
L1103 MO YMOJIYAHUIO 415 NOAKIOYEHNS, TakuM 06pa3oM, ecniv afipec cepBepa aBTopm3aumm 6bin
M3MEHEeH, OrepaLmio Mo N3MEHEHMWIO agpeca HeobX0AMMO NMOBTOPUTD.

ABTOpMBB LA nonb3oBaTtens

KnmeHT Xauth no3BonsieT NpoBeCcTU aBTOPM3aLMI0 Tpems crnocobamu:

e [lo IP-agpecy yCTPONCTBa Ha KOTOPOM 3anyLleH KaneHT Xauth
e C nCnonb3oBaHMeM LOMEHHOW aBTOPMU3aLLM
e [10 NOrMHY 1 Napoto NoNb30BaTENS

B nepBylo o4epenb NPOUCXOLUT NOMNbITKA aBTopmM3aunm no IP-agpecy. AsTopusauma no IP-agpecy
ncnonb3yetcs, ecaiv B IKC cywiecTsyeT nosib30BaTesib, KOTOPOMY Ha3Ha4yeH IP-agpec MaluvHbl Ha
KOTOPOW 3anyLleH KIneHT Xauth.

B cnyyae ecnn asTopusauus no IP-agpecy He 6bina oCyLWecTBAeHa, TO MPOUCXOANT NOMbITKA
aBTopu3auun Yyepes nomeH. BHuMmaHue [na naHHoro tuna asTopusaunm, Nonb3osatesib:

e [0/KEH B6bin 6bITb MMNOpPTHpPOoBaH Npu NKC NnoakAl4YeHHOMY K LOMEHY
e ecnv 6b11 UMNOPTMPOBaH 6e3 NOAKNIOYEHNS K AOMEHY, TO aBTOpM3auus byaeTt npoxoanTb
TOJIbKO B C/ly4ae aKTUBHOMO NMOAKJIIOYEHUS K [OMEHY.
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Ecnun oba BblLLenepevYncneHHbIX cnocoba He bbinn OCYLLUECTBJIEHbI, TO NOJIb30BATEJIO 6y)J,ET
npenno)XXeHo BBeCTn I0rnH 1 napoJib oag aBTopusaunmn, KOTopbie Ha3Ha4YeHbl eMy NMpn Co34aHNN B
NKC.

@ [C5 authorization program

internet

control
server

Login: | |

Password: || |

Save credentialz

Connect

Knioum 3anycka knueHta Xauth

KnneHT Xauth MmoxeT BbITb 3anyLieH 6e3 Kaknx-1mbo AONONHUTENbHbLIX MAapPaMeTPOB, B TAaKOM
Cnyyae noBefeHne nporpaMmbl byaeT coBnafaTh C ONMCAHHbIM Boille. OAHAKO B HEKOTOPbIX
CUTyaumsax MoXXeT TpeboBaTbCS UHOE NOBEAEHME NPOrpPaMMbl, HanNpUMep NpY aBTOMaTUYECKOM
N/ yoaneHHoM 3anycke. B Taknx cnyvasix yTUAUTY MOXHO 3anyckaTb C OAHUM UM HECKOJIbKUMM
cneaywmMn KoyYaMu:

e --server [server ipl: KNOY 4119 3aaHNSA CepBepa aBToOpM3aLnn MO YMOJTHAHUIO;

e --noauto : 0TKJl04eHNe aBTopu3aumnm no IP-agpecy (cMm. NyHKT «ABTOpM3aLma
noJib30BaTens»);

e --nodomain : OTKNOYEHMNE aBTOPM3aL MM Yepe3 AOMEH (CM. NYHKT «ABTOpM3aLINS
Nnosib30BaTeNs»);

e --nomanual : OTK/04YeHVEe aBTOPM3aLLIMM MO JIOTUHY MU NaposIo (CM. NYHKT «ABTOpM3aLns
noJib30BaTenNs»);

e --nosave : He COXPaHATb faHHble, BBELeHHble Ha (hopMe aBTopu3aumnm Yyepes NOrnH 1 Naposib;

e --logs [NONE, DEBUG, INFO]: ypoBeHb I0rmpoBaHus, ecsim ypoBeHb NOrMPOBaHNS OTANYaEeTCS
oT NONE (no ymonyaHuio), To co3faeTcs rnanka logs B TON e OUPEKTopun, 4To u
NCNONHAEMbI Pai 1 Tya NOMELLATCA 0rn paboTbl YTUANTLI;

e --noclose : He OTK/OYaTb YTUANTY aBTOpM3auun npn 6nokuposaHmm OC n/unn cMeHe
nonb3oBatens (nobasneHo B sepcun 7.0.1).

MOHUTOPUHI COeAUHEHUHN

Cnyx6a MOHWTOPWHIa CoeaAnHEHNN NpefHa3HavYeHa A1 NOCTOSHHOIO CIEXEHUS 3@ COCTOSIHNEM
COeANHEHVI, OCYLLECTBASEMbIX KOHEYHbIM YCTPOMCTBOM C YCTaHOBJIEHHbIM KIMEHTOM Xauth.

Co CTOpOHbI KNIMEHTA, B 0bwem cnyyae, He TpebyeTcs BbINOHATL Kakux-nnbo HacTpoek ansa paboTbl
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JaHHoW cnyxbbl. OfHaKO CyLeCcTByeT HECKOJIbKO KJIKOYEN 3anycka KMeHTa Xauth, koTopble BANSIOT
Ha ee paboTy:

e --nomonitor : 0TKN4YaEeT MOHUTOPUHI COEANHEHNIN Ha KIINEHTE;
e --delay [delay]: perynnpoBkKa BpeMeHN MeXy CKaHMPOBAHUAMU COeANHEHNI B
MUNNIMCEKYHAAX, 3HaYyeHune no ymondaHuto - 1000 (1 cek.).

Web-untepdenc MOHUTOPUHIa COeAUHEHUN

JlaHHble MOHUTOPUHIa COeANHEHMUI MOXXHO NMpocMaTpuBaTh Yepes nHtepdenc MKC, ona storo
Heobxoaumo nepenTn B MeHs MNonb3osaTenun n CtaTtucTtnka - MNonb3oBatenu, BoibpaTb
Nnosib30BaTeNs Ha MallMHe KOTOPOro 3anyLleH KaneHT Xauth n nepenTn Bo BKNagky «MpunoxxeHus».

2 AfMWUHUCTPaTOp

< Tlpaeuna u orpaHuyeHus MoyTa u TenedpoHua lMepeHanpasaeHuns OpenVPN MNpunoxenua CraTucTuka CobbiTua
3anpetuTs gocTyn 2
MpunoxeHUa U NpoLECCs CoeauHeHua MpoTokon |D poauTensCKOro Npougcca

2 NVIDIA Web Helper.exe
£ NetDrive2 exe
£ System
2 TeamViewer_Service.exe
2 Telegram.exe
2 He onpenenen
B £ VideoUlexe
9752 192.168.17.19:62311> 95.100.188.12:443 TCP 616
2 [System Process]
£ dasHost.exe
£ firefox.exe
£ nvcontainer.exe
£ svchost.exe
B £ xauth.exe
14704 192.168.17.19:50830> 192.168.17.134... TCP 9244

Ha faHHOM CTpaHuULe COeAUHEHMWS CrPYMNMMPOBaHbI MO NMPUI0XKEHNAM, KOTOPbLIE 3TV COeANHEHNS
yCTaHOBUN.

MO>XHO NPOCMOTPETh:

* MPUIOXKEHNE, YCTaHOBMBLLEE COefNHEeHNe
¢ PID npouecca

* OCHOBHYI0 MH(hOpPMaLMo 0 coefmHeHun (IP-agpeca, NopThl, MPOTOKON)
e PID poanTenbCKoro npouecca

Tak)Xe Ha JaHHOW CTpaHULe MOXHO 3a610KMPOBaTh COeANHEHMNS, YCTAHOB/IEHHbIE NMPUIOXKEHNEM.
BnokupoBka ocyLlecTBaseTca cpefcTsamm ciyxbul Application Firewall.
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