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[eTeKTOop aTakK

OOwmue nono>xxeHus

[eTekTop aTak - NporpaMMHoe CpeaCcTBO AJ1A BbIBAEHUA HEKOTOPbLIX BULOB BpeLOHOCHOWN
aKTMBHOCTW, KOTOpPas MOXET HapyLwmnTb 6e30MacHOCTb KOMMbIOTEPHON CUCTEMBI. K Takown
aKTMBHOCTW OTHOCATCS CeTeBble aTaky NPOTUB YA3BMMbIX CEPBUCOB, aTaku, HanpaBieHHbIe Ha
NOBbILLIEHNE MPUBUIIErNIA, HEABTOPU30BaHHbIA AOCTYMN K BaXXHbIM (hansiam, a Takxe OenCTBUA
BPE€AOHOCHOr0 NporpamMMHoro obecneyeHns. PyHKLUUA geTekTopa aTak B MHTepHeT KOHTpOb
CepBepe peannsyeTcs C NOMOLLbI0 CBOBOAHON CETEBON CUCTEMbI 0BHAPYXXEHNA BTOPXKEHNIA C
OTKPbITbIM UCXOAHBLIM KOAOM Snort.

JAEeTeKTOp aTtakK Hac Tpokkm Mpagwna Hac TpokkH oBHOENEHHH DHNE TR

\%: JleTeKkTop atak

&% CuvcTema obHapyYHEHHWA BTOPMEHHH
| BLIKnHOYHTE

Bema Id npaewna | MpWoprTeT I8N YT L EHIE L nacCHfHEELA A

Mpun BXo4e B MOAYJIb 0TOBPa)KaeTCs ero COCTOSHME, KHOMKA «BbIKo4YnNTb» (MK «BKNoYnTb» ecnu
MOAYJb BbIKJIOYEH) U MOC/AeAHNE COOOLLEHNS B XXYpPHane.

HacTpounku
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JeTerTop atak | Hacrpodkd | MNpaewna HacTpokFkk obHOENEHMA | $MIETREl | #vpHan
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SHELLCODE-NopTe:

ORACLE-NOATEL

SEH-nopTEL:

| COoXpaH1TE | | OGHOBWTE

Bo BKknafke HaCTpPOEK MOXHO pefakTMpoBaTb NapamMeTpbl paboThl AeTeKTopa aTak. 34eCb MOXHO
yKa3aTb BHYTPEHHWE, BHELLHWE CeTH, Anana3oHbl aapecoB pa3/iNyHbIX CEPBEPOB, @ TakxXe
MCNosib3yeMble NopThl. BceM 3TUM nepeMeHHbIM NPUCBOEHbI 3HAYEHMS N0 YMOYaHWIO, C KOTOPLIMU
LLeTEeKTOp aTak MOXeT KOPPEKTHO 3anycTuTbCs. 10 ymon4aHuio, aHanusnpyeTcs Tpaduk Ha
BHELLHUX HTepdencax.

MpaBuna
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K TOR &Tak HacTpoFikm Mpasvna HacTpoFikk 0BHOENEHMH | PHABTPEI

Mnaa

= MpagKna ¢ calTa snort.org
attack-responzses rules (He samyweHo)
dosz rules (He samymeHo)
experimental rules (He sampyHeHD)
exploit rules (He samyweHo]
finger rules [He sa My ReHD)
ftp rules (He samy#seHo)
icmp-infa.rules (He sampyseHo)
icmpules (He samyxeHo]
imap rules (He samyseHo)

info.rules (He sarmpyseHn)

CoXpaHWTe OOHOBMTHL

JleTeKTopy aTak MOXHO MOAK/IYaTb NPaBKIa, C MOMOLLbI KOTOPLIX OH 6yaeT aHanM3MpoBaTb
TpadvK. Bce npaBmna pa3buTbl Ha TpU KaTeropun: npasuia C canTa snort.org,
NPEKOMNUIMPOBaHHbIE NpPaBUa C caiTa snort.org 1 npasuna Emerging Threats. Ha gaHHoi Bknaake
MO>XHO NMOCMOTPETb HaJIMYMNE 1 COAEPXKMMOE TOr0 UK UHOMO (Daiinia C MpaBMIaMu, a Takxe
BKJIOYUTb WY BbIKJOYMTb €ro AeNCTBIE (C MOMOLLbIO (hIaXXKOB CrpaBa). B npaBoM BepxHeM yray
pacnooraeTcs NOMCK Mo Ha3BaHUIO WK MO KOJIMYECTBY NPaBua B (haine.

OOHoBNEeHusn

JeTeKTOp aTak HacTpokkK Mpaexna HacTpoiky o0bHOBNEHWHA PHNETRE
Hog ana Oinkmaster: E{RERt gl Ser=eya=)|
|_|I:I,EI,I'I1-'1I: Yk Ha oBHOENE
YCTaHABEMWEATE Mpaena Emerging Threats:
Ex#eAHEEHD NPOEENATE OOHOENEHIMA NPEEAnN;

fData nocnegHero CEHOENEHMA Npaekn: He OOHOENAMNMCE

| O6HOBMTE CEHUAC |

| COXpaHdTL | | OOHOBWTh |

CyliecTByeT 2 KOMMaHUK, KOTOPbIe 3aHMMaloTCA pa3paboTkon NpaBua 41s CUCTEMBI
npeLoTBpaLleHns BTopxeHun Snort. MNepeas - Sourcefire. YTobbl ckavyaTb pa3paboTaHHbIE MK
npaswuia, Heobxoaumo:

e 3aperncTpupoBaThCs Ha canTe Snort.org (Npy HEOOXOAMMOCTMN CTaTh NOAMUCYNKOM Ha
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obHoBNEHUS NpaBu),

e MonyunTb Oinkcode ons cKaymBaHUs npasun,

e Beectu kog B none «Kog ana Oinkmaster»,

e OTMeTUTb CNefyoLWNiA 3a 3TUM NosieM (hAaXKoK B TOM Cjlyvae, eC/iv Bbl LEeNCTBUTENbHO CTanu
MOANMUCYMKOM Ha 0OHOBIEHNS NpaBun,

e COXpaHuTb;

MpaBnia MOXXHO CKavyaTb NPV YyCNOBUN HAIMYMA OOHO Wb Kofa. ObpaTuTe BHUMaHME Ha OTANYMA
npaB NoAnNMcYMKa oT 06bIYHOMO 3apPernCcTPUPOBAHHOMO NoJsib30BaTeNs. [locne yaayHoro CKa4ymBaHus
npaBun oT AaHHOro paspaboTymka, oHn ByayT oTobpakaTbCs BO BKNaake «lpasuna» 6e3 nomMmeTkun
(He 3arpy»xeHo).

BTopoe coobuiecTBo Ha3biBaeTca Emerging Threats. Ing Toro, 4Tobbl CKayaTb NpaBuia OT 3TOro
pa3paboTyrka, 4OCTATOYHO MOCTaBUTb rafKy «YcTaHaBaMBaTb Npasuia Emerging Threats» un
COXPaHUTb U3MEHEHMUS.

ELLé oanH NapamMeTp, KOTOPbIA MOXXHO HAaCTPOUTL B 3TOM pa3fesie - 3TO BO3MOXXHOCTb eXeHEBHO
NpoBepsiTb 06HOBNEHMS NPaBWI, KOTopble bW 3arpy>KeHbl. 10 YMo4YaHWI0, YCTAHOBEHO 3HaYEHNe
«MNCTUHA», NPW HEO6XOANMOCTY €r0 MOXXHO U3MEHUTb.

Mocne Toro, Kak BCE HACTPOEHO, MOXXHO HaXXMMaTb KHOMKY «O6HOBUTL ceivacs.

PunbTphbI

AobagneHye gUNbBTPa NO KONWYECTBY CO00LLEHMA

REEEEEH HoELA hins T CootweHMiA

CIrMcaHme:

Id mpaerna: Rkl

BrieoliTE Nepese &l oo EHAA

E TEYEHMM KaXAkl: BeiINN] CERYHA

OTCREMMEATE MO [eaelle = S (R ) E

| AobaeuTe | | OTmeHa |

Ans TOro, 4Tobbl HACTPOUTL OrPaHUYEHUS B BLIBOAE NPEAYNpPeXAeHNIn AeTEKTOPOM aTak,
Heobxo4MMO NepenTmn Ha BKNALAKY «PunbTpbl». 34eCb MOXKHO f00aBUTH CiefyioLne orpaHnyYeHns:

e (UNLTP NO KONIMYECTBY coobLieHun,

e (UNbTP COOBLLEHNI NO YaCcTOTe NOSABAEHUS,
e USIbTP CMELUAHHOro Tuna,

e 3anpeT Ha coobLeHns onpefenéHHOro TUNa;
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JeTerTop atak HacTpofkk Mpagkna HacTpofkk oSHOENEHKA PUNbLTPLI HwpHan

~

® pobaguTer = o

HoBEl 3anpeT cooBLWeHNl
FanpeT coolugEHME

HoBelil hunbTp coobWeHnii
MUNETR N0 KOAKMHECTEY CooS uEHMiA

Mpu HacTpoike Heo6Xx0AMMO MOMHUTL, Y4TO noJie «Id NpaBuna» B Pa3IMYHbIX MUAbTPAX LOSKHO ObITb
Pa3/INYHbIM.

XypHan

B 3aknagke «XXypHan» HaxoOQuTCs CBOAKA BCEX CUCTEMHbIX co0bLLeHnn oT FTP-cepepa. XXypHan
pa3fieNieH Ha CTPaHWLbl, KHOMKaMu «Brnepea» 1 «Ha3all» Bbl MOXXETE NepexonTb CO CTPaHWLbI Ha
CTpaHuuy, Mbo BBECTM HOMEP CTPAHULbI B NMOJE N NEPEKIOYMNTLCA Cpa3y Ha Hee.

Bo BknafKke XypHan MoXXHO HabntogaTb paboTy cepsuca. C Te4eHMEM BpeMeHn Tam byayT
0TObpaXKaTbCsA COOOLLEHNS O Pa3/IMYHbIX CODLITUAX, 3aMEYEHHbIX AETEKTOPOM aTakK. Y KaXxaoro
Takoro cobbiTva eCTb NPOUPUTET, 1 Bbl CMOXETE (PUIbTPOBATL COOOLLIEHNS Ha 3TOWN BKNaAKe Mo
3TOMY napameTpy. BbibpaB 04HO 13 3Ha4YeHWIA B BbINaAalOLLIEM CMUCKE, MOXHO YBUIETb BCE
co0bLLeHNs 0 COBbITUAX, MPUOPUTET KOTOPLIX BbILLE WK PaBEH YyCTaHOBNEHHOMY. 1o yMon4aHuio
MoKas3blBaloTCs BCe CO0bLLeHNS.

YKypHas MOXET ObITb OYULLEH C MOMOLLIbIO PYHKLUM OTHYUCTKU CUCTEMHBIX JI0r0B, KOTOpas
HaxoauTcsa B Moaysie «CucteMa»—«YaaneHme faHHbIX».

B npaBoOM BepxHeM yriy MoOyna Haxo4UTCSA CTPOKa Nouncka. C ee NOMOLLbIO Bbl MOXXETE UCKaTb B
XYpPHase Hy)XHble BaM 3anuncu.

YKypHan Bcerfa oTobpaxkaeT cobbiTUA 3a TeKyLLy AaTy. YTobbl NOCMOTPETL COOLITUS B APYroi
NeHb, BbIOEPUTE HYXKHYIO AATY, UCMOJb3Ys KaJleHAapb B JIEBOM BEPXHEM Yry MOAY/S.
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