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JeTeKkTop aTak

Moaynb «[leTeKTop aTak» pacrnosioXeH B MeHto «3awmTa». [JaHHbIN MOAYb NpeaHa3HavYeH Ans
3anyckKa, HaCTPOMKM 1 KOHUrypupoBaHua ucrnosibzyemoro B «MKC» open source IPS/IDS cuctemsl -
Suricata. [laHHaa cuctema bbina paspaboTtaHa Open Information Security Foundation B 2009 roay.
Intrusion Prevention System (IPS, cuctema npefoTBpaLLeHNa BTOPXXEHNI) — 3TO CMCTEMa CETEBOW
6e3onacHoCcTK, 06HapyXMnBatoLWas BTOPXKEHUSA WK HapyLlieHns 6e3onacHocTn. IPS oTcnexunBaeT
CceTeBoOW TpamK B peasnbHOM BPEMEHUN U NMPUMEHSAET pa3/inyHble Mepbl - Cbpoc coeanHeHus,
NOrMpOBaHME BbIABJIEHHBIX CUFHATYP UK NponyckKaeT ero. Takxe IPS MoxeT BbINONHATb
fedparMeHTauunio NakeTos, nepeynopagodmeaHme naketos TCP ona 3aWwuTbl OT NAKETOB C
n3MeHeHHbiMn SEQ n ACK Homepamu. Cuctema Suricata noggepxmnBaeT MHOr0o3afa4yHoOCTb, KAk
cnencteue obnagaeT BbICOKOW MPON3BOAMTENBHOCTBLIO, NO3BOASAIOWasA obpabaTbiBaTe Tpaduk 4O
10Gbit Ha obbl4HOM 060OpYyAOBaHMK, 1 MHOFOE ApYroe, B TOM YuC/ie NoHasA nogaep)xka opmata
npaswa Snort. Mpwu Bxoae B MoAynb 0ToBpaxaeTcs ero COCTOSAHME, KHOMKa «BbIKAYNTE» (1K
«BKJIIOYNTb» €CNn MOLYNb BbIKJIOYEH) 1 NocnefHne CoobLleHNs B XXypHane.

HacTpounkmu

OeTerTop atak HacTpoiku MNpaeswuna HacTponky oSHoENEHWA DUNETpE Ay pHan

BryTpeHHue ceTn: g JlOKanBHEIE CETH

BrewHWe ceTi: 3 BHelwH1e dWana3oHel agpecos

DNS-cepeepa: && JloKankHele ceTh
SMTP-cepeepa: &5 JloKankHLle ceTm
HTTP-cepeepa: (moboii)

SQL-cepeepa: (moboii)

TELNET-cepeepa: (moboid)
55H-cepeepa: (moboit)

HTTP-noptei: | @ hitp
SHELLCODE-noptei: | ® 180

ORACLE-nopTer: | @ 1024

S55H-nopter: | @ ssh
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[Na KOPPEeKTHOro npuMeHeHns 6asbl CUrHaTYp MOAYNA AeTeKTopa aTak, HeobxoAnMo B LaHHON
BKJ1aJKe yKa3aTb pacnosioxeHne o6bekToB (CeTen, CepBepoB 1 NOPTOB) NOABEPKEHHbIX NMPOBEPKE.
34eCb MOXHO yKa3aTb BHYTPEHHME 1 BHELLUHWE CeTu, AMana3oHbl adpecoB pas/inyHblX CEPBEPOB, a
Tak)Xe UCnoJib3yemble NopThl. Bcem 3TUM nepeMeHHbIM NPUCBOEHbI 3HAYEHMA N0 YMONYaHUIO, C
KOTOPbIMY OeTeKTOp aTak MOXXET KOPPEKTHO 3anyCTUTbCA. Nna n3mMeHeHns KOHpUrypaumum no
YMON4aHU0 He0BX0ANMMO OTKPbIThb BbiNaAatoLLNA CINCOK B COOTBETCTBYIOLLEN AYENKN U BbIOpaTb
HeobxoauMble 3Ha4YeHns 13 n3BeCTHbIX «/MIKC» NopToB nan Anana3oHa afpecos, 3afaHHbIX
Monb3oBaTenem «NKC». JInbo B COOTBETCTBYIOLLEN AHENKM B PYHHYIO YKa3aTb Heobxoaumoe
3HaYeHune. Inq s4eek «CeTu» n «cepeepa» [ONYCTUMbIMU SABAAIOTCA CliefyloLlne 3HaYeHNS:
noMeHHoe ums (host.ru); ip-agpec (192.168.1.1); ip-agpec/npedukc (192.168.1.1/24); ip-agpec:macka
(192.168.1.1:255.255.255.0); gmnana3oH ip-agpecos (192.168.1.1 - 192.168.1.254); nonb3oBaTeb;
rpynna; nokanbHas, BHyTpeHHss, VPN, OpenVPN, WiFi ceTu; n gpyrve o6bekTbl, KOTOPbIMM
onepupyeT «MIKC». ng a4eek «nopTbi» AONYCTUMBIMUA SABASIOTCA ClefyoLme 3Ha4YeHuns: Homep
nopta (25, 110), anana3oH noptos (1000-2000), 06bEKTLI NOPT 3aBeAeHHble Ha «MKC». Onsa s4enku
«SHELLCODE-nopTbl» Tak)Xe 4OoNyCTUMO UCK0YeHMe NopToB, HanpuMep, !80. Mo ymonyaHuio,
aHaM3npyeTCca TpauK Ha BHELWHUX UHTepdencax. ns aHanmsa Tpadrka N0KaabHON CeTU
Heobxoaumo fnobaBuTb B nosie «BHeLWHNe ceTn» 00beKT «JIoKanbHble CeTM».

NMpaBuna

DetexTop atak Hactpolikn Mpaeuna HacTpolikn oGHoENEHWI OUnETpE HypHan

Wma Konuuecteo n MpumennTs
= Mpaeuna Emerging Threats
botce. portgrouped.rules 67
botcc.rules 258
ciarmy.rules 100
compromised.rules 40
drop.rules 35
dshield.rules 1
emerging-activex.rules 533
emerging-attack_response.rules 159
emerging-chat.rules 89
emerging-current_events.rules 2749
emerging-deleted.rules 2266

emerging-dns.rules 79
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emerging-dos.rules 105

B naHHOM BKnagke oTobpa)kaoTcs BO3MOXHble 6a3bl MOAYNS feTeKkTopa aTak. CyllecTByeT Tpu
6a3bl NpaBmn: Npasuna ¢ canTa snort.org, MPeKOMNUANPOBaHHbIE NpaBuna ¢ canTa snort.org u
npasuna Emerging Threats. Kaxgas 6a3a conepxut B cebe Habop ckavymBaeMbix alnos, B KaXKa0M
thanne cogepxntcsa Habop npasuna, 0bbeaNHEHHbIX MO Lenn 3awmnTsl. Ans paboTel Habopa npasua 13
6a3bl, Heobxoanumo 4Tobbl AaHHas 6a3a bblia ckavyeHa (CM. onNucaHne BKNagKn «HaCTponKka
obHoBNIEHU»), ecnin Ba3a He CKayveHa, TO HaNPOTMB KaXAoro anna byneT HaanNuCh «He
3arpy»eHo». Ecniv 6a3a 6bina 3arpy>xeHa, To BO3MOXXHO BbIOpaTb NpuMeHeHve Bcen 6a3bl LLeIMKoM,
0TMEeTUB (hna)koK B cTonbue «npuMeHnTb». ECm HeobX0aMMO MPUMEHUTbL ONpeaeNeHHbIn ana nam
HaobopoT He MPUMEHSTb ero, To HeobXoANUMO OTMETUTb (h1TaXKKOM B CTONIBLE «MPUMEHNTb»
COOTBETCTBYOLWMIA (haln. HanpoTue Kaxxaoro aitia nokasaHo Kakoe KOMYeCTBO NpaBu TOT
coaepXuT. B npaBom BepxHeM yriy pacnonaraeTcs NOUCK No Ha3BaHUIO MK MO KOMYECTBY NpaBui
B (hansie. 1ns npocMoTpa Npasusl 1 Bbibopa AenCTBUA HEOOX0ANMO KJIMKHYTb N0 UMeHU (anna,
OyLeT OTKPLITO HOBOE OKHO C Tabnuuen. Tabnvua nmeet cnegyowme nond: id npaesuna - Homep
npaBwia; NPUOPUTET - 3HAYEHME Yyrpo3bl; NpeaynpeXxaeHne - onucaHne NPou3BoANMON aTakuy;
KNaccuguKkaums - K KaKoMy Knaccy OTHOCUTCS aTaka; LeNncTBue - onpeaensieT, 4To Heobxoanmo
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chenaTb npu obHapyxeHUn gaHHoOW aTakm (alert - 3anuweT B COBCTBEHHLIN N0r 0bHapyXeHue n
nponycTuT, drop - YHUYTOXUT nakeT, allow - nponycTuT, reject - YHUYTOXUT NakeT 1 yBeAOMUT
OTMNpaBMTeNs 0 LAaHHOM COObITUK); BKIOYEHNE/BBIKIOYEHE COOTBETCTBYIOLLEro npasuna.

HacTponku obHoBNeHun

OeterTop atak HacTpo#km MNpasvna HacTtpoikn obHOBNEHWA DUNETpE AypHan
Kog ana Oinkmaster: | (He ucnonezyeTcA)
MNMognucume Ha 0DHOBNEHWA Npasun
Snaort.org

YcTaHaenwearts npaeuna Emerging
Threats

ExxenHeBEHo NpoBepATE 0DHOBNEHMA
npasmn

[Mpaewna o0HoBNeHsl 0508 2017 1918

CyliecTByeT 2 KOMMNaHUKN, KOTOPblE aKTUBHO 3aHMMAKOTCS pa3paboTKon NpaBun 4N1s CUCTEM
npenoTBpaLleHns BTopxxeHun - Sourcefire n Emerging Threats. [1na Toro 4Tobbl CkavyaTb 6a3bl
«MpaBuna ¢ canTa snort.org» n «MpekoMNUANPOBaHHbIE NpPaBuaa C CanTa snort.org», Heobxoaumo:

e 3aperncTpupoBaTbCs Ha canTe Snort.org (Npy HeOBXO0ANUMOCTM CTaTb NOANNCYNKOM Ha

obHOBNEHUS NpaBn),

Monyuntb Oinkcode ans ckavymBaHWS NpaBu, HAXOOUTCS B INYHOM KabMHETe Ha cante

snort.org,

BeecTu kopn B none «Koga ans Oinkmaster»,

e OTMETUTb CNeayoLWniA 3a 3TUM NoseM (h1aXKOK B TOM CJlyyae, eCaun Bbl 4ENCTBUTESIBHO CTann
noAnNMCYNKOM Ha 0bHOBEHNS MpaBu,

e COXpaHuTb.

MpaBuia MOXKHO CKayaTb MpMW YCNOBUM HANMYUa OLHOMO AnWb Koga. ObpaTuTe BHUMaHUe Ha
OT/I4ME NpaB NOANUCHNKA OT 0BbIYHOIO 3aperncTPUPOBaHHOro0 Nonab3oBaTens. Mocne yaayHoro
CKa4YMBaHUs NpaBuf OT AaHHOro pa3paboTynka, oHn ByayT oTobpaxaTbCs BO BKNagke «lpasuna»
6e3 nomMeTKM (He 3arpy>eHo).

Ina Toro 4Tobbl cKavaTh H6a3y «Mpasuna Emerging Threats» OCTaTOYHO NOCTaBUTL PNaXKOK
«YcTaHaBAuBaTb NpaBuia Emerging Threats» n coxpaHnTb n3mMeHeHus. EWwE ognH napameTp,
KOTOPbI BO3MOXXHO HAaCTPOUTb B Al@aHHOMN BKJIAZKE - 3TO BO3MOXXHOCTb e)XXeHEBHO MpoBepsATb
obHOBNEHNS NpaBu, KOTOpPbIE BblK 3arpy>KeHbl. [0 yMon4aHuIo, haakoK YCTaHOBJIEH, MPK
HeobXxoAMMOCTN ero MOXKHO U3MeHUTb. lNocse Toro, Kak BCE HaCTPOEHO, MOXXHO HaXKMMaTb KHOMKY
«OBHOBUTbL Cenyac».
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XypHan

OTobparkaeT CBOAKY BCEX CUCTEMHbIX COOBLLEHNI MOAY A C yKa3aHWEM AaTbl 1 BPEMEHU. XXypHan
pa3feneH Ha CTpaHuLbl, KHOMKaMun «Bnepea» N «Ha3aa» BO3MOXXHO MepPexoanTb CO CTPaHNULbl Ha
CTpaHuuy, mbo BBECTM HOMep TpebyeMon CTpaHuLbl. 3annucK B XXypHae BbliAeNaoTCA LLBETOM B
3aBMCMMOCTHW OT BMAa coobuueHns. Obbl4Hble CO0BLLEHNA CUCTEMbI OTMEYEHbI 6eNbiM LIBETOM,
CO0DLLLEHNSA O COCTOAHMUN CUCTEMBI (BKIIOYEHME/BLIK/IIOYEHME, MNOAKIIOYEHE NONb30BaTENS) -
3e/1eHbIM, NpeaynpeXxaeHuns - XXenTbiM, OWNOKK - KpaCHbIM. B NpaBoM BEpPXHEM Yyry MogyNns
HaxoANTCSA CTPOKa MoucKa. A Tak)xe BO3MOXXHOCTb Bbibopa nepuona oTobpakeHns KypHana
cobbiTun. Mo ymonyaHuio XxypHan otobpaxaeT cobblTns 3a TekyLwyto aaty. Mpyu HeobxoaAnMoCTu
MO>XHO COXPaHWTb AaHHbIE XXYPHana B (halif, Ha)kKaB KHOMKY «IKCMOPT» WM YOAJMTb AaHHblE
)KYpHana, 3a onpegeneHHbln Nepnoa, HaxkaB KHOMKY «YOananTb N0rn».
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