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IobaBneHue n MMNOPT NoJsib30oBaTesien

Monb3oBaTeNb - 3TO 06BLEKT NPOrpaMMHOro Komnnekca «MKC», K KOTOPOMY NMPUMEHATCA
pa3nyHble NONNTUKM U NPaBuUIa, a Takxe cobmpatTcs CTaTUCTUYeCKMe AaHHble. [onb3oBaTenen
MOXXHO 06BbeAUHATbL B rpynnbl 419 Ha3HaYeHUs 06LWMUX NpaBua 1 orpaHnyeHnin. Ins nepeHoca
co3faHHoro Mosib3oBaTens B rpynny He0bxo4MMO BbIAENNTb €r0 1 NepeTalnTb.

Ona nobasnerHus MNonb3osaTenen nam rpynn MNonb3osatenen B «<MKC» Heobxoammo nepenTun B
Molynb «lonb3oBaTenn» u BbIbpaTb OAMH U3 TPeX BO3MOXHbIX Criocobos fobaBneHuns:

e [1py NoOMoOLLM KHOMKKN «[Jo6aBnTbL»
e [Tpy nomoLun KHonKn «MacTtep»
e [Tpy nomoLn KHonkn «imnopT»

[NobaBneHue nonb3oBaTens

B ocHoBHOM OKHe Moayns «lonb3oBaTenn» BoibpaTh «[JobaBuTb». ECn Bbin BbIOpaH NYHKT
«Monb3oBaTeNb», TO OTKPOETCSA HOBas hopMa, B KOTOPON MOXHO ByeT ykasaTb: MMS Nob30BaTenNs,
3a4aTb ero onncaHue, ykasaTtb npusuaerum (ponb B «MKC») nosnb3oBaTens, 3a4aTb JIOMMH U NapoJib.
A Tak)Xe BHECTW OONONHUTENbHYI0 MHPOPMALINIO: OOMKHOCTb, TenedoH, Beb-cant, Homep ICQ, aapec
1N OONOSIHUTENbHBLIN KOMMeHTapui. Mpn aobasneHnn MonbL30BaTeENS MUHUMAJIbHO MOXXHO YKa3biBaTb
TOJIbKO ero Nms.
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Ecnn 6611 BbIBpaH NyHKT «pynna», TO 0OTKPOETCs HoBasi (hopMa, B KOTOPOW MOXHO ByAeT yka3aTb:
MMS TpynMbl, 3a4aTb €e onMcaHne n KoMMeHTapuid. NMpu pobaBneHnn rpynmnbl MUHUMAaNbHO MOXXHO
yKa3blBaTb TOMbKO IMsi cO3aaBaeMol rpynnbi.

Mma ™ OnMcaHue
MporpamMMHUCThI NenakwT HeNoHATHOE
KommeHTapHA

MacTep co3pgaHua noJsib3oBaTens

B ocHoBHOM OKHe Moayns «Monb3oBaTenn» BoibpaTb «MacTep». OTKPOETCA HOBOE OKHO C
npeanoxeHunem soibopa 4To Heobxoaumo co3gaTb B «MKC», Monb3oBaTens unam rpynny. Ecam bbin
BblbpaH NyHKT «Co3aaTb Nonb3oBaTens», byaeT npeasoXKeHo BBECTU €ro UMA 1 oOnucaHvne, nanee
YyCTaHOBMWTb NMpuBuaernto nonb3osatens (ponb B «<MKC»), nanee 3agaTb JIOrMH 1 Napoib, Aanee
BBECTU ip-agpeca NpuHagnexaline gaHHOMY noJsib3oBaTesto (HanpuMep, ip-agpeca paboyero
KOMMbOTEPaA, COTOBOro TenedoHa 1 T.4.), Aanee Ha3dHauYnTb Habop/Habopbl NpaBua OrpaHNYeHN
co3aaHHbIX B «MKC» nam He Ha3Ha4vaTb HW OQHOrO, Aanee ByneT nNpeanoXKXeHo co3haTh NOYTOBLIN
AWK, U Ha NocnegHeM ware byneT npeanoXXeHo NpPoBepUTb BBEAEHHbIE AaHHble. EC/iM BCe faHHbIe
Obl1M BBEAEHbI MPaBUILHO MOXHO HaXaTb «[0TOBO», MHa4ye HaxaTb «OTMeHa» unn «Hazag» ans
BO3BpAaLLEHNs HAa HenpaBuIbHO BBEAEHHbIN MYHKT.

MEICTEFI CO30aHUA NoNb30BaTENA

BuifbepuTe cnepyioles 0eHCTEME
® Co3gaTe NONL30BATENA

Co3faTe rpynny

Ianee » Otmena
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Ma CcTep cozgaHWA NoNe30BaTENA
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Ma cTep cozgaHuWA NoNe30BaTENA

BeepmTe 408 NONL30BATENA NAPAMETPLI AETODM3ALIMMK, 2CNK 3T0 Heobxooumo (onA exona
B CHCTEMY, ANA nogmnoqedda no VPN v op.)

Normu

nikodim

Napons

< Hasap OTmeHa

MacTep co3aaH1Ma NoNbL30BaTENA

BeepuTe ip-agpeca
Ip-appeca

192.168.155.84 %

< Haszap OTmeHa
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M acTep Co30aHUA NONMB30BaTENA

BribepuTe Habopsl Npasun

L]
"
% Habop npasun 008 wxon
L4
% Habop npasun ons wxon (novckoankm) SkyDNS
% Habop npasun gnsa wwon Kaspersky Web Filter
L

£ Hazap Nanee » OTmena

?

®
MouToBoro gomMeHa nappyharvest.com He cyllecTeyeT.XoTuTe

CO34aTb ero?

OTMeHa
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MacTep co3gaHua nonbL3oBaTeNs

JapeplueHMe MaCTepa COZ0aHWA MONL30BATENR
MowanyAcTa, NPOBEPETE NPAEMNLHOCTE BESAEHHLIX AAHHEIK

MNonbzoBaTens
WMma: Huwogmm
Onucanune: CTapluMA 300TEXHHK
Pone: £ Monkzoeatens
Norua: nikedim
Mapony: *++eesesssssses
Ip-appeca: 19216815584
Habopei npaewn: 4 Habop npasun ana wkon (nouckoeuku) SkyDNS
% Habop npasun ona wkon

MoyTOBLIA ALLMK W

< Hazap OTMeHa

Ecnmn 6bin BbibpaH NyHKT «Co3gaTh rpynny», byaeT npeasoXeHo BBECTM UMSA FPyNnbl 1 ee onucaHue,
Jlanee ip-agpeca yCTPOMNCTB OTHOCALLMXCA K AaHHOW rpynne, ganee Ha3HauynTb Habop/Habopbl
npaBWJl OrpaHNYeHUN co3faHHbIX B «MIKC» nnn He Ha3HavyaTb HU OJHOrO, K Ha NOCNELHEM Liare
byneT NpeasioXXeHo NPOBEPUTL BBEAEHHbIE AaHHble. ECn BCe AaHHble Oblv BBEAEHbI NPaBUALHO
MOXXHO Ha)kaTb «[0TOBO», MHa4ye HaxaTb «OTMeHa» nnn «Haszag» Asa BO3BPaLLEHNS Ha
HenpaBWIbHO BBEAEHHbIN MYHKT.

13 BCcex nepeymcneHHbIX NnapaMeTpoB 0bd3aTeNbHbIM ABASAETCS TONbKO MMS Monb30BaTeNs nam
rpynnbl. CTOUT OTMETUTb, YTO B C/ly4ae, eCI Ha3Ha4YaeMbI MOYTOBLIN ALLKK HE MOXET ObITh
NPUCBOEH HN 0OAHOMY M3 CO3AaHHbIX B CUCTEME MOYTOBbLIX AOMEHOB, «MKC» NnpeanoxunT co3paTb
HOBbIV NOYTOBbIN AOMEH.

NMnopT nosb3oBaTeneun

B ocHoBHOM OKHe Moayns «onb3oBaTenn» BoibpaTb «MMMNopT». OTKPOETCA BbiNagatoLnii CrINCOK,
npegnaratownin soibpaTth, KakumM obpa3om nosb3oBaTenm dyayT MNopTMpoBaHbl. CyLlecTByeT Tpu
BapuaHTa: u3 (anna, n3 cetu, u3 LDAP/AD.

MNonezoeatenu Ponu
[oDaBuTL - &£ WUmnopt ~ & JKCNOPT
MmA = Tpaduy B OeHb "3 panna Tpaduy B Hefenwo
= £° KopHesan rpynna 3 ceTn
.ﬁ AOMWHWCTPETOD LDAP/AD

N3 dauna. Insg umnopTta 13 ansia UCTOYHMKOM CNYXUT hann popmaTa *.txt, B KOTOpPOM
nepeyncneHbl CTPOKM, cogepikallne napameTpsl (MMs, NOrvMH, Naposb, ip-afpeca n mac-agpeca
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pa3feneHHble 3anAaTbiMK), BCE NapaMeTpbl 40/KHbI ObITb OTAENEHbI 3aNATON APYr OT Apyra u
npencTasB/ieHbl B YyKa3aHHOM NOPSAKE, a KaXKAbl HOBbIN NOJIb30BaTesb B OTAE/IbHON CTpoKe. nn
hann ponxeH nmeTb hopmaT Kak (ann cosnasaemblin «MIKC» npu skcrnopTe MNonb3oBaTenen.
Hanpumep - «Bacs, vasya, 123, 192.168.34.56, 192.168.34.57, 08:ED:B9:49:B2:E5, 16-ED-C9-4D-52-
E5». Mpwn 3TOM, ecnn Kakon-nnbo napameTp B (hanne byaeT ykasaH He BEPHO, TO B OTKPbIBLUENCS
thopme MOXXHO ByaeT BHECTM U3MEHEHUS, a Tak)Xe Aob6aBnTb Monb3oBaTeNen 1 TONbKO NOC/E 3TOro
COXPaHUTb.

MapameTpbl

OTEPLITE hain

[+

C\fakepath\[yz txt

HmnopTvpoeats B rpynny = KopHesas rpynna -
MMa = JlorvH MNaponk Ip-agpeca
& Eacr vasya 123 192 168.34.56 v
& Nern petya 123 192.168.45.67 v

N3 cetn. byneTt npennoxeHo ykasaTb B PYYHYIO ip-afipeca CeTU WM CKaHMPOBaTb JIOKasibHble ceTu
nofknoYeHHble K «MKC». Mpu cKaHnpoBaHUN NokanbHon ceTn «MKC» 0Tobpa3nT BCe aKTUBHbIE ip-
afpeca B HaCTOALMNA MOMEHT, NPUCBOUB UM UMEHa U NIOrUHbI B BUAe pcX-Y, rae X - 31o
npepnocnenHsas uudpa ip-agpeca, a Y -nocnefHas ungpa ip-agpeca. OTMETUB HYXHbIX 4114
nmnopTa lMonb3oBaTenen B cNncke, HeobxoanMo HaxaTb KHoMKy OK.
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MNapaMeTpsl

YKa3aTe BPYYHYH

L 'S-ZEHLIFJ'-S'BETI: NoKaneHele CETH

NobaBuTL ~

WMmA =

& pc17-4
& pc17-6
& pci7-s
& pci7-9
& pc17-10
& pci7-14
& pci7-15
& pci7-19
& pe17-20
& pct7-21

MMNoOpTHPOBATE B rpynny

YOanuTL

g* Kopxeeasrpynna -

Norua

pcl7-4
pci7-6
pci7-8
pc17-9
pc17-10
pci7-14
pci7-15
pc17-19
pc17-20
pci7-21

MNapone

|p-anpeca

192.168.17 4
192.168.17.6
192.168.17.3
192.168.17.9
192.168.17.10
192.168.17.14
192.168.17.15
192.168.17.19
192.168.17.20
192.1638.17.21

LA SARE NERE NARE ANA SANA SRR SANA YRRA YA §

N3 LDAP/AD. bygeT OTKpbITO HOBOE OKHO B KOTOPOM Heobxoammo obsa3aTenbHO yKa3aTb: ip-aapec
KOHTpOJIIepa AOMeHa, UMSA OOMeHa, JIOTUH 1 NapoJib aAMUHNCTPATOPa AOMeHa. A TakK)Xe MOXHO
yKa3aTb: LDAP-rpynny, ycTaHOBUTb (h1aXKoK «[1ponyckaTb NyCTble rpynnbl» 1 paxxoK «Secure
LDAP», nocnefHas npegHasHavyeHa ansd obMeHa AaHHBIMU C KOHTPOJIJIEPOM LOMEHa Mo MPOTOKONY
SSL (ecnu Takon NpPOTOKO NOALEPKMBAETCSH KOHTPOJIIEPOM).
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MapameTphbl

KouTponnep gomena

192.168.175.222

Oomen ™ LDAP-rpynna

office.test.loc
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Mocne BBOLA AaHHbIX OyneT BbiBeeH CNMCOK Monb3oBaTeNnen goMeHa, CrpynnupoBaHHbIX Mo
Organization Unit, a Tak)xe BbIbop TpebyeMbix fencTBmUn OTHOCUTENbHO Monb3oBaTens. byget
NPeLJSIoKEeHO TPY BO3MOXHbIX AeACTBMA: «MMnopTnupoBaTh», «CUHXPOHU3UPOBaTL» U «loyTa». Mpu
yCTaHOBKe (hflaxkka B rpade «/imnopTmpoBaTb» ByaeT MMNOPTUPOBAHO UMS U JIOTMH
cooTBeTCTBYloWero Monb3oBaTtens. Ana cuHXpoHm3auum MNonb3oBaTens uam rpynnsl HE06X04MMO
YCTaHOBUTb paxku «MnopTuposaTb» N «CUHXPOHM3MPOBaTb». Mpn 3TOoM lNosb3oBaTeNb Un
rpynna dyayT MMnopTUpoBaHbl Takum 0bpa3om, 4To ntoboe niMeHeHne faHHOro obbekTa B Aepese
KOHTpOJIJIepa JOMeHa aHasIornyHbIM 0bpa3omM oTpa3nTcs Ha 0bbekTe B «MKC». [Ins umnopTa
MOYTOBOr0 ALMKA N3 AOMEHa HeobX0AMMO YCTaHOBUTL BCe Tpu iaxka. Mpu 3Tom ans BeibpaHHOro
Monb3oBaTens byaeT co3aaH NOYTOBLIN AWMK C aHANOrMYHBbIM UMEHEM B TOM CJlydae, ecnm B «MKC»
Obl/1 MOYTOBLIV AOMEH aHANOrMYHbIN gomeHy 13 Active Directory, nHaye NOYTOBLIN AWMK
MMOOPTMPOBaH He Byper.
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HMNOpPTHPOEATE B rpynny

HmA =

= £ othnc
= g2 Otnen MKC

)

FTP

backup

G

gitlab

= S* Otgen Texnog,. ..

NoruvH

OFFL

OFFL
OFFI.

HMnopTHpoBaTE CHHXPOHM3MPOBATE

<

Moyta

Monb3oBaTENMN, UMNOPTUPOBAHHbLIE N CUHXPOHU3NPOBAHHbIE, By AyT OTMEYEHbI B CNUCKE
nosib3oBaTeNen cneymasbHON NKOHKON.

Mocne Toro Kak Monb3oBaTeNb UK rpynmnbl Obiav 406aBAEHbI OJHUM U3 BbILLE NEPEYNCTIEHHbIX
cnocoboB, pekoMeHayeTcs MPOU3BECTM HACTPOWKY UX aBTOPM3aLInN,
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